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SUMMARY 

The rising threat of cyberattacks in today's society emphasizes the urgent need for improved methods to 

both detect and prevent these incidents. This paper focuses on assessing the effectiveness of various tech-

niques for predicting cyberattacks. The DTCF taxonomy was proposed for predicting these attacks, con-

sidering datasets, techniques, challenges, and future trends. This taxonomy includes four key stages. 1) 

data preprocessing, 2) feature selection, 3) development of prediction models, and 4) their subsequent 

validation and assessment. Our research reviews progress algorithms for each stage, analyzing their ad-

vantages and weaknesses. Consequently, the results of this study emphasize the critical role of precise 

detection and prediction in combating the increasingly complex threat of multiple cyberattacks, which 

are inherently more challenging to identify and predict than isolated incidents. Our examination of diverse 

learning methods reveals the essential role of data preprocessing in enhancing the efficacy of prediction 

systems. Effective preprocessing aids in reducing issues like noise, outliers, missing data, and extraneous 

features and, by doing so, refining the accuracy of predictions. 

Key words: cyberattack prediction, cyberattack datasets, machine learning models, dtcf taxonomy. 

INTRODUCTION 

The advance of cyberattacks in recent years, has made their detection and prevention complex increas-

ingly. Computer systems and networks are exposed to novel and sophisticated methods of attack made 

by hackers and cybercriminals causing substantial harm to individuals, organizations, and even govern-

ments. Consequently, machine learning (ML) emerged as a pivotal asset in combating these cyber 

threats. This article explores the application of ML for identifying and averting cyberattacks. We will 
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explore various ML algorithms including deep learning (DL) utilized in the area of cybersecurity and 

assess the strengths and limitations of each method. Moreover, we will shed light on some critical chal-

lenges in using ML effectively in cybersecurity focusing on aspects like data privacy and ensuring se-

curity. This paper postulate that ML holds considerable promise for enhancing our defensive capabilities 

against cyberattacks advocating for ongoing investment in this technology as a cornerstone in the future 

landscape of cybersecurity [1]. The use of machine learning (ML) for preventing cyberattacks aims to 

bolster our real-time threat detection and response capabilities [2]. Traditional methods in cybersecurity 

depend typically on manual monitoring and examination of the system logs. This approach can be both 

labor-intensive and slow hindering prompt threat identification and reduction. ML enhances our ability 

to rapidly detect and address threats potentially before they impose considerable harm [40]. To achieve 

this purpose cybersecurity professionals are employing a variety of ML algorithms such as DL, classi-

fication, and clustering, to analyze large volumes of data and identify patterns of suspicious behavior. 

These algorithms are trained by historical data and can continuously learn and adapt to new threats 

allowing them to improve their accuracy over time [3]. This achievement in cyberattack prediction de-

pends on several elements: data preprocessing, feature engineering, intelligent model selection and im-

plementation along with validation and evaluation. Data preprocessing is vital involving cleaning and 

formatting data to a form usable with prediction models like numerical, categorical, or textual. It also 

balances data distribution and reduces dimensionality and, in this way, boosts model efficiency and 

effectiveness. Since data is often noisy and incomplete preprocessing is crucial for eliminating irrelevant 

details and filling gaps. Acquiring current relevant data is challenging due to the dynamic and diverse 

nature of cyberattacks and limited data sources. Using diverse, up-to-date cyber datasets is crucial as 

outdated data fails to reflect the latest attack patterns and complexities leading to model biases and er-

rors. Hence, employing current and relevant data is essential to effective accurate cyberattack prediction 

models [4]. The second step in cyberattack prevention is featuring engineering which includes extracting 

and selecting features. The third step involves choosing and implementing appropriate ML models such 

as supervised or unsupervised learning. These models in cyber-security, help identify patterns in network 

traffic or anomalies within system logs. For example, a supervised learning model trained on a labeled 

dataset of network traffic can identify cyberattack indicators within real-time traffic. The fourth step 

validation tests the ML model performance using methods like cross-validation. This ensures the model 

ac-curacy and reliability in cybersecurity. Lastly, the fifth step evaluation assesses the artificial intelli-

gence (AI) system's overall effectiveness in thwarting cyberattacks. [5]. Measures like precision, recall, 

and accuracy are applicable to this objective. The assessment procedure in cybersecurity can uncover 

any system weaknesses or constraints enabling ongoing improvement and optimization. Machine learn-

ing (ML) is essential in addressing cyberattacks, due to its ability to rapidly detect and counteract in-

creasingly complex threats [6]. ML algorithms effectively identify suspicious patterns in large data sets 

a task challenging for traditional methods [4]. ML enhances the efficiency and accuracy of cybersecurity 

efforts by replacing slower error-prone manual processes with AI automation. This is vital considering 

the significant financial and reputational risks posed by cyberattacks underscoring ML's essential role 

in cybersecurity [42]. Organizations can minimize the risk of these costly incidents protecting their as-

sets and brand by using AI to prevent cyberattacks [8]. Finally, the use of AI in cybersecurity is essential 

to staying ahead of constantly evolving threats. Computer systems and networks are vulnerable to new 

methods of exploitation that hackers and cybercriminals constantly devise making it essential to have 

advanced technologies that can adapt and respond for error. We can automate the detection and response 

processes enabling us to address these threats by using ML technologies [7]. 

Research Motivation 

The motivation behind this work is listed as follows: 

1. As hackers exploit vulnerabilities in computer systems and networks, cyberattacks have grown more 

complex and harder to identify and stop over time. 

2. Cyberattacks are increasing in frequency, complexity, and sophistication, posing serious threats to 

individuals, organizations, and governments. 
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3. ML models are able to learn from data and adapt to new situations, making them suitable for de-

tecting and preventing cyberattacks. 

4. ML models can also improve the efficiency and accuracy of security operations by reducing false 

positives, automating response actions, and providing insights and recommendations. 

LITERATURE REVIEW 

In this paper, we have examined several recent papers that explore the use of ML techniques for predict-

ing cyberattacks. Unlike previous reviews that focused on specific aspects or applications of cyberattack 

prediction, we have offered a complete and comparative review of the state-of-the-art in this area at this 

time. Because it includes taxonomy with several components for each of the publications we reviewed, 

our study differs from others in terms of organization. The taxonomy is based on four dimensions: data 

sources, ML techniques, evaluation methods, and performance results. By using this taxonomy, we have 

highlighted the similarities and differences among the existing studies, as well as the gaps and challenges 

that need to be addressed. The taxonomy also helps to identify the best practices and recommendations 

for cyberattack prediction research and practice. We believe that our paper offers a novel and useful 

perspective on the potential and limitations of ML for cybersecurity. [1, 2] It is a survey paper that offers 

a thorough overview and a neutral comparison of the available DL methods for cyber security intrusion 

detection. We evaluate various methods such as the deep belief network, stacked AE, CNN, RNN, 

LSTM, and GRU network. We also discuss the challenges and limitations of DL methods and compare 

their performance with different datasets [3].  

This document covers all high-dimensional big data anomaly detection methods. We examine statistical, 

distance-based, density-based, clustering-based, subspace-based, feature selection, and feature extrac-

tion methods. [41] is a detailed survey of fuzzy signature-based IDS for cyber security intrusion detec-

tion. We discuss fuzzy signature-based (FSB) anomaly, misuse, and hybrid detection systems. We com-

pare fuzzy signature-based IDSs to others and evaluate their pros and cons. [5] gives a complete and 

systematic overview of the literature and the current state of secure data analytics using ML and DL 

models and techniques and offers some insights and recommendations for researchers and practitioners 

in this field. [42] provides an (SLR) of the (AIDS) in IoT using DL techniques. We analyze the existing 

published literature regarding AIDS using DL techniques in securing IoT environments. We discuss the 

advantages and disadvantages of these techniques, as well as the challenges and future directions for 

AIDS in the IoT. In [7], a thorough review of the application of (ANN) approaches for cybersecurity is 

provided. Various ANN methods, cyberattacks, datasets, and applications in cybersecurity are discussed. 

We also stress the importance of cybersecurity for IoT-driven healthcare systems. [43] A review of 

cybersecurity methods that were suggested and implemented recently for detecting and predicting at-

tacks and a review of cybersecurity techniques for attack detection, prediction, and prevention are pro-

vided in this paper. We evaluate the techniques, benefits, and drawbacks of these strategies and provide 

possible areas of study for the future. 

Contributions 

In this paper, we conduct a comparative analysis of many papers on cyberattack prediction from various 

perspectives. Unlike previous surveys that focused on specific aspects or applications of cyberattack 

prediction, we aim to provide a holistic and systematic overview of the current state of the art in this 

field Table 1. The search flow chart of reviewed papers shows the criteria and process of selecting rele-

vant papers for the literature review. It includes the year the paper was published, journal quarter, and 

other details, such as keywords A summary of contributions can be listed as follows: 

1. We analyze the 30 papers on cyberattack prediction that were selected by summarizing their main 

findings, methods, datasets, and limitations. 

2. We extract a table for the datasets used in the abovementioned papers and their properties, such as 

size, format, domain, features, and links. 
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3. Classify the ML techniques that were used to predict cyberattacks. In addition, we explain how they 

work and describe their advantages and disadvantages. 

4. We draw taxonomy for all the prediction systems based on their data sources, ML techniques, eval-

uation methods, and performance results. 

5. We list and compare all the datasets as in Table 2, focusing mainly on Network security like (NSL-

KDD99, UNSW-NB15, KDD Cup), IOT datasets like (IoT-Botnet 2020, DS2OS, N-BaIoT), indus-

trial control systems, such as (CIDDS-001, SCADA data (Gas Pipeline (GP), Secure Water Treat-

ment (SWaT)), Modbus Dataset), and Web Security datasets like (ISCX-URL2016). 

6. We recommend the best, second-best, and third-best models based on our analysis and explain why 

they are better for cyberattack prediction. 

7. We suggest some future directions and open problems for cyberattack prediction research. 

Table 1. Searching engines 

Searching Engines URL link 

Springer https://www.springer.com/gp 

IEEE Xplore https://ieeexplore.ieee.org/Xplore/home.jsp 

Elsevier https://www.elsevier.com/en-xm 

MDPI https://www.mdpi.com/ 

Hindawi https://www.hindawi.com/journals/ 

Google Scholar https://scholar.google.com/ 

ResearchGate https://www.researchgate.net/ 

Semantic Scholar https://www.semanticscholar.org/ 

Cyber Attack Datasets 

One of the crucial components of cyberattack prediction is the method used for creating and testing the 

prediction models. Different datasets may have different properties, such as domain, format, size, attack 

type, and number of features, that can affect the performance and applicability of the prediction models. 

Therefore, it is important to compare and evaluate the datasets used in the literature on cyberattack 

prediction. In this section, we create a table Table 2 for the properties of the datasets used in the papers 

that we have reviewed and analyzed [5], we only used datasets that are openly shared and published by 

reputable sources, such as NSL-KDD, ToN_IoT, CIDDS-001, and ISCX-URL2016. Various domains 

like Network security, IOT, Industrial control systems, and Web Security, respectively which have mul-

tiple cyberattack types such as network intrusion, DDoS, phishing, malware, and botnet [7,8]. 

Table 2. Dataset information 

No. Dataset 

name 

Do-

main 

For-

mat 

Size Attack 

Type 

no. of 

Features 

Dataset URL 

1 NSL-

KDD99 

Net-

work 

security 

ARF

F 

4 million 

network con-

nections 

DoS, 

Probe, 

R2L, U2R 

42 fea-

tures 

http://nsl.cs.unb.ca/NSL-

KDD/ 

2 UNSW-

NB15 

Net-

work 

security 

CSV 2 million 

network 

packets 

DoS, 

Probe, 

R2L, U2R 

45 fea-

tures 

https://www.unsw.adfa.edu

.au/unsw-canberra-

cyber/cybersecu-

rity/ADFA-NB15-Da-

tasets/ 
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3 KDD Cup Net-

work 

security 

CSV  DoS, 

Probe, 

R2L, U2R 

41 fea-

tures 

http://kdd.ics.uci.edu/data-

bases/kddcup99/kddcup99.

html 

4 ToN_IoT IOT CSV 8 million IoT 

network 

flows 

DoS, 

MITM 

(Man-In-

The-Mid-

dle), Re-

connais-

sance 

17 fea-

tures 

https://re-

search.unsw.edu.au/pro-

jects/toniot-datasets 

5 CI-

CIDS2017 

Net-

work 

security 

CSV 16 million 

network 

flows 

DoS, 

DDoS, 

Brute-

Force, Web 

Attacks, 

Infiltration, 

Botnet 

80 fea-

tures 

http://www.unb.ca/cic/da-

tasets/ids-2017.html 

6 CICDDoS

2019 

Net-

work 

security 

CSV 2.2 million 

and 51,000 

rows 

DDoS 88 fea-

tures 

http://www.unb.ca/cic/da-

tasets/ddos-2019.html 

7 CIDDS-

001 

ICS CSV 4.9 million 

net 

DoS, 

DDoS, 

Botnet, In-

filtration 

80 fea-

tures 

https://www.kaggle.com/d

atasets/dhoogla/cidds001 

8 IoT-Botnet 

2020 

IOT CSV 2,000,064 in-

stances 

Botnet, 

Mirai 

115 fea-

tures 

https://re-

search.unsw.edu.au/pro-

jects/bot-iot-dataset 

9 ISCX-

URL2016 

Web 

Secu-

rity 

CSV 1 million 

URLs 

Malicious, 

Benign 

URLs 

30 fea-

tures 

https://ar-

chive.ics.uci.edu/ml/da-

tasets/phishing+websites# 

10 Malware 

Dataset 

 MAT 9,150 binary 

executable 

files. 

Viruses, 

Worms, 

Trojans, 

and other 

types of 

malware 

56,102 

features 

https://www.kaggle.com/a

mauricio/pe-files-mal-

wares 

11 DS2OS IOT CSV 24,373 sys-

tem call 

traces 

Privilege 

Escalation, 

Remote 

Code Exe-

cution, 

2,903 

features 

https://www.kaggle.com/d

atasets/fran-

coisxa/ds2ostraffictraces 

12 N-BaIoT IOT ARF

F 

50,000 net-

work flows 

DoS, 

MITM, In-

formation 

Gathering, 

11 col-

umns 

https://ar-

chive.ics.uci.edu/ml/da-

tasets/detec-

tion_of_IoT_botnet_at-

tacks_N_BaIoT 

13 SCADA 

data (Gas 

Pipeline 

(GP), Se-

cure Water 

Treatment 

(SWaT)) 

ICS se-

curity 

CSV varying 

numbers of 

instances. 

Sensor 

Spoofing, 

Command 

Injection, 

Denial-of-

Service 

51 fea-

tures 

https://itrust.sutd.edu.sg/te

stbeds/secure-water-treat-

ment-swat/ 

14 Modbus 

Dataset 

ICS se-

curity 

CSV 137,052 

rows 

Modbus 

Attacks, 

such as 

Modbus 

Command 

17 https://ieee-data-

port.org/documents/mod-

bus-dataset-ics-anomaly-

detection 
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15 IOT-23 IOT CSV 42,880 rows MITM, In-

formation 

Gathering, 

Exploita-

tion 

115 https://www.strato-

sphereips.org/datasets-

iot23 

16 LITNET-

2020 

IOT CSV 5,000,000 

rows 

DoS, 

DDoS, 

Botnet, 

Port Scan-

ning, and 

more 

83 https://dataset.litnet.lt 

17 NetML-

2020 

IOT CSV 7,077,175 

rows 

"DoS, 

DDoS, 

Botnet, 

 https://eva-

lai.cloudcv.org/web/ 

Structure of This Survey 

In Figure 1, we list the organization of this paper according to popular review structures. Here, 2 is the 

DTCF taxonomy components, 3 is the system classification based on the reviewed papers, 4 is the sys-

tem evaluation list of all the evaluation metrics, and 5 is the conclusion. 

 

Figure 1. Paper structure 

DTCF TAXONOMY COMPONENTS 

Each component in the DTCF taxonomy plays a critical role in the design and implementation of an 

accurate and effective prediction system and is based on four main components: preprocessing, feature 

selection, prediction model construction, and validation and evaluation. The aim is to provide a clear and 

consistent structure for describing and comparing different ML and DL approaches and applications. This 

taxonomy is presented in Figure 2 and consists of the following components. 

PREDICTION MODEL SYSTEM CLASSIFICATION 

The objective of this work is to provide a comprehensive overview of the literature on cybersecurity 

approaches for attack prediction, detection, and prevention. To achieve this goal, we have conducted a 

4.System Evaluation 

3.System Classification 

2.DTCF Taxonomy Compo-

nents 

1. Introduction 

5. Conclusion 

Paper 

1.1. Research Motivation 

1.2. Literature Review 

 1.3. Cyber attack Dataset types 

 1.4. Contributions 

1.5. Structure of this survey  

2.1. Data Preprocessing 

2.2. Feature Engineering 

 2.3. Machine Learning Model 

 2.4. Model Validation and Evaluation 

3.1. Using Neural Network for Cyber attacks Prediction 

3.2. Using Deep learning for Cyber attacks Prediction 

 3.3. Using Classification for Cyber attacks Prediction 

3.5. Best models 

 

3.4. Using Clustering for Cyber attacks Prediction 
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systematic literature review (SLR), and we will consider datasets, techniques, challenges, and future 

directions (DTCF taxonomy) for each of the analyzed papers in Table 3. We have analyzed these papers 

depending on various criteria, such as the research questions, the research methods, the data sources, the 

cyber security techniques, and the evaluation metrics. To present our findings in a clear and concise 

way, we have created a classification table of the review papers, which we refer to as the system classi-

fication. 

Using Neural Network for Cyber Attacks Prediction 

Several neural network models have been proposed to solve the problem of cyberattack detection. For 

example, [44] employed 10 well-known supervised and unsupervised ML techniques to locate useful 

and efficient ML-AIDS in computer networks. EM, k-means, and SOM are examples of unsupervised 

ML algorithms, while ANN, DT, k-NN, NB, RF, SVM, and CNN are examples of supervised ML 

techniques. To exploit the advantage of an MLP's propensity for learning complicated and nonlinear 

patterns from network traffic data and classifying them into normal or attack categories, ML-AIDS 

models have been evaluated using the CICIDS2017 dataset with network attacks in the real world. This 

dataset contains various types of network attacks, such as DDoS, brute force, and SQL injection, as well 

as benign traffic. The dataset suffers from the class imbalance problem, which poses a challenge in the 

classification task, as the model may be biased towards the majority class. MLP can overcome this 

challenge by using different techniques, suchas oversampling, undersampling, and weighted loss 

functions, to balance the classes and improve the performance [11].  

Introduced a technique for selecting embedded features by using GIWRF in Intrusion Detection Systems 

(IDS). This method underwent evaluation by using UNSW-NB 15 and Network TON_IoT datasets for 

binary classification. The paper presents a comparative analysis of various ML models including 

Decision Trees (DT), AdaBoost, LSTM, Gradient Boosted Trees (GBT), Multi-Layer Perceptrons 

(MLP) and Gated Recurrent Units (GRU) focusing on specific task. The findings revealed that DT when 

coupled with specialized feature selection technique outperformed other models. This novel approach 

integrating DT with the technique proved to be a more effective than past methods. The validity of the 

method was demonstrated by testing it across two distinct datasets, TON_IoT and UNSW-NB 15 which 

feature a mix of realistic network attacks and benign traffic thus validate its efficacy within various 

contexts. 

The datasets are imbalanced, which means that there is more normal traffic data than attack traffic data. 

This poses a challenge in the classification task. [45] presented CyberLearning for both classification 

and regression. CyberLearning contains neurons and is modelled after the brain. [13] 

Using Deep Learning for Cyberattack Prediction 

Detecting and preventing cyberattacks is a challenging task, as attackers constantly evolve their 

techniques and strategies. Therefore, there is a need for advanced methods that can learn from data and 

predict the occurrence and type of cyberattack [12]. One such method is DL, which is a branch of ML 

that can learn complex patterns and features from large amounts of data. [14] adapted a DL architecture 

to represent network traffic data to classify malicious and benign network packets using DL, deep 

feedforward neural network, feature selection, dimensionality reduction, and clustering. The model had 

the highest accuracy of 99.92% for warm attacks with UNSW_NB15, an accuracy of 99.99% for the 

CICIDS2017 dataset and an FPR of 0.00001 compared with the approach used by [15]. The method 

achieved an impressive accuracy of 99.9%, but it was only tested on three kinds of attacks in a single 

dataset, which limits its ability to handle the variety and complexity of evolving attack types. [16] 

developed an (HT-RLSTM) approach that can locate attacks. We fixed some problems with the data 

(KDD99, UNSW-NB15, NSL-KDD99, and CIDDS-001), such as missing values, scaling, imbalance, 

and overlap. This helped us deal with uncertain data and avoid false alarms. This framework can stop 

new kinds of attacks such as APT and zero-day attacks. Highly informative features were used to train 

the HT-RLSTM and gain deep insights. Our comparison showed that the HT-RLSTM outperformed 

other methods, such as SVM, KNN, ANFIS, and ANN, in terms of multiple metrics. It achieved scores 

between (94–97%) against those of other methods (82–95%). 
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However, the data used to train LSTM models for cyberattack prediction may not represent all attack 

scenarios [10]. If the training data are not sufficiently varied, the model may not generalize to new 

situations and detect novel attack patterns. [17] built a DeNNeS framework with derivative and 

deductive expert systems. Data are used to train a DNN, which gives the derivative expert system rules. 

It uses these rules in its knowledge base of input from the user and makes a decision by majority voting. 

It was compared against k-NN, JRip, SVM, DT, GNB, and RF on Android malware data. DeNNeS had 

5:8% and 4:9% less FPR and 8:5% and 5:8% more ACC than JRip and RF, the rule learners, and RF, 

the best ML model. While [18] used TensorFlow, we constructed a deep ML model that can handle deep 

neural network training and inference techniques. TensorFlow helps computer science and other 

research and development. [19] proposed an approach to protect and detect DDoS attacks over a network 

by using multiple classification algorithms, assessing the DIDDOS's efficacy using naive Bayes and 

other traditional ML classifiers (NB), utilizing DL techniques such as (GRU), (RNN), (SMO) and 

(RNN), and comparing cutting-edge research and traditional methods such as (NB), (RNN), and (SMO). 

 

Figure 2. DTCF taxonomy 
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According to experimental findings, DDoS classification accuracy readings of 99.69% and 99.94% were 

obtained for the CICDDoS2019 dataset, which appears to be a complex dataset due to its variety of 

different DDoS attacks, reflection attacks and exploitation attacks, using GRUs. This makes it possible 

to capture more complex patterns, particularly when the data include a sequence of events or actions 

over time. They may require more resources and expertise to train and optimize the classification model. 

Proposed a hybrid optimization algorithm named HHO-PSO-DLNN [20]. 

To protect normal services from DDoS attacks and botnets, the hybrid HHO-PSO boosts the 

conventional LSTM model by choosing a few optimal features that increase the classification accuracy. 

The hybrid HHO-PSO-DLNN model outperformed the HHO-DLNN, DLNN, PSO-DLNN, and other 

models in finding intrusions in a cloud computing environment. However, predicting and finding DDoS 

attacks is hard and complex, and no one method or mix of methods can work for all cases. To fight 

DDoS attacks well, it is important to use a mix of different techniques and tools. it is third best model is 

the one that uses HHO-PSO-DLNN . This model can detect DDoS attacks and prevent botnets from 

disturbing network and server services by combining HHO, PSO, and DLNN. HHO-PSO is an 

optimization technique that can improve the typical LSTM model with greater classification accuracy. 

However, this model may not be able to handle other types of cyberattacks or complex network data.  

In another study, [21] that introduced hybrid semantic deep learning (DL) architecture aimed to detecting 

intrusions in cloud environments. The research explores also the application of encryption algorithms to 

bolstering cloud storage security. Additionally, it explores the utilization of optimization algorithms to 

choosing the more effective encryption key further enhancing the security measures. From the evaluation 

and testing of the model by using real-time intrusion detection benchmark datasets, an accuracy of 

98.47% was obtained for the UNSW-NB15, and an accuracy of 99.98% was obtained for the NSL-KDD 

dataset. Proposed a (TVCDNN) for the detection of (DDoS) attacks, as they flood a network with a large 

amount of traffic and make the services inaccessible to legitimate users [22]. The objective of that paper 

was to developing DDoS attack detection system capable for desicrimination the complex and nonlinear 

patterns in network traffic data and categorize them as either normal or attack-related patterns. Genetic-

based optimization techniques were employed in order to refine structure and parameters of Deep Neural 

Network (DNN). The suggested TVCDNN model underwent testing by two public network traffic 

datasets and was evaluated against various other classifiers and optimization methods. The results 

demonstrated that TVCDNN accurately and efficiently detects DDoS attacks and also exceeding the 

leading attack detection systems currently available.  

The study by [23] explored using Bayesian Neural Networks (BNNs) to detect unusual patterns in 

network traffic, potentially signaling cyber threats with a focus on the UNBS-NB-15 and KDD99 

datasets to test. However, while BNNs offer a promising method to cyberattack protection within 

physical networks their suitability varies across organizations. It's essential to entities for weighing the 

costs and benefits of BNNs and assess their capacity to effectively deploy and manage such systems.  

In the study conducted by [24] a novel deep learning model combining Kalman filtering (HDSCNN-

KF) with Siamese convolutional neural networks (SCNNs) was proposed to deal the issue of scarce and 

unbalanced labeled data in cyber-physical systems (CPSs) focusing on advanced abnormality and threat 

detection. This approach significantly increase CPS security demonstrating a low false-negative rate 

(1.10%) and high detection rate (98.90%) on the Power System dataset. The model showed superior 

performance also with Gaussian mixture models (GMM) in attribute percentages of 75% and 100%. 

While thry effective in detecting diverse cyberattacks, enhancements in algorithm precision and speed 

could be achieved through dimensionality reduction technique like PCA and ICA. Separately, the 

authors of introduced TFDPM a framework extracting temporal and feature patterns from historical data 

followed by using a conditional diffusion probabilistic model for future value predictions. 

Our method is a promising approach for attack detection in cyber-physical systems, but it may face some 

challenges such as data availability, complexity, assumptions, false-positives, scalability, and 

overfitting. Proposed CTP-DHGL, a dynamic heterogeneous graph learning-based end-to-end cyber 

threat prediction model that automatically predicts attacks from public security data [25]. For the CTP 

and AlienVault datasets, CTP-DHGL outperformed static-based techniques by 9.65%–23.16% and 
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12.70%–25.03%, respectively, in terms of precision. CTP-DHGL can record graph dynamics for 

predicting attacks on computers. However, the model must learn from past data and improve its 

predictions over time to become useful in predicting cyberattacks. Examples include using advanced 

techniques such as comparative learning and reinforcement learning. Applied a (CNN) to develop 

effective and efficient (ML-AIDS). with a recent and highly imbalanced CICIDS2017 dataset with real-

world network attacks [26]. Proposed a DNN-based anomaly detection system for IoT network 

architecture that learns complicated network flows and classifies them as benign or anomalous [27]. Our 

model has a 99.01% detection accuracy [9]. The model detects anomalies at 99.9% and benign traffic at 

96.2%. However, we acknowledge that DNNs have some limitations: they require large amounts of 

labelled data for training, the risk of overfitting to the training data, and the challenge of explaining the 

model’s decisions. Proposed a hybrid model of a CNN and LSTM to detect botnet attacks on different 

kinds of IoT devices and tested the system with a dataset created from injecting ten attacks on nine 

commercial devices[28]. Proposed a (CNN-LSTM) hybrid deep-learning model for IoT botnet detection. 

The system detects Mirai and BASHLITE IoT attacks from types of four security camera. We evaluated 

our model based on evaluation metrics and demonstrated that it achieves optimal performance in 

detecting botnet attacks [56]. Used LSTM, CNN, and LSTM–CNN algorithms to identify phishing and 

authentic website URLs [29]. Our technology detected phishing websites well. The LSTM–CNN and 

LSTM algorithms had accuracies of 97.6% and 96.8%, respectively, while the CNN algorithm had an 

accuracy of 99.2%. Proposed a DL model to help standard IDSs identify ICS cyberattacks and balance 

skewed datasets [30]. These new representations were then used by an ensemble DL attack detection 

model that is tailored for an industrial control system (ICS) environment, which is an interesting and 

practical application of cyberattack prediction. The model employs DNN and DT classifiers to identify 

cyberattacks from the new representations. Presented an ensemble method that uses deep models such 

as LSTM and a DNN and a meta-classifier (logistic regression) to detect network anomalies [31]. The 

models were evaluated with heterogeneous datasets, including NetML-2020, IoT-23, and LITNET-

2020, which are data collected in an IoT environment, it is second best model,  it can capture both 

nonlinear and complicated patterns and sequential and temporal dependencies from network traffic data. 

It also employs a meta-classifier logistic regression to integrate DNN and LSTM predictions via stacked 

generalization, which can improve the accuracy and robustness of the model. LuNet, a DNN 

architecture, detects large-scale network breaches [32]. LuNet learns traffic data spatial features with a 

CNN and temporal features with LSTM. LuNetwas tested with UNSW-NB15 and NSL-KDD. LuNet 

surpassed other types of network intrusion detection methods in terms of validation accuracy and false-

positive rate. However, it cannot classify backdoors and worms. proposed CAD to detect anomalies in 

cloud-based environments using ML models [33]. An ensemble ML (EML) model classifies binary 

anomalies, whereas a CNN-LSTM classifies multiclass anomalies. We evaluated our binary anomaly 

detection and multiclass anomaly categorization with a difficult UNSW dataset.   

Table 3. Technique classification 

Ref. 

Machine Learning Techniques 
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Deep learning Classification Clustering 

M
L

P
 

A
N

N
 

D
N

N
 

C
N

N
 

R
N

N
 

L
S

T
M

 

G
R

U
 

A
E

 

H
M

M
 

B
N

 

N
B

 

G
B

 

X
G

 b
o
o
st

 

 R
F

 

D
T

 

S
V

M
 

L
R

 

S
G

D
 

E
L

M
 

E
L

 

k
-N

N
 

k
-m

ea
n
s 

S
O

M
 

P
C

A
 

[8]     ✓   ✓ ✓                                     

[9]     ✓                                           

[10]                     ✓   ✓ ✓ ✓ ✓ ✓ ✓     ✓       

[11]   ✓   ✓             ✓     ✓ ✓ ✓         ✓ ✓ ✓   

[12]                          ✓ ✓             ✓       

[13]       ✓ ✓                                       

[14]      ✓                                           

[15]       ✓                                         

[16]                                     ✓         ✓ 

[17]       ✓                               ✓         

[18] ✓         ✓ ✓         ✓ ✓   ✓                   

[19]       ✓   ✓           ✓ ✓ ✓ ✓                   
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[20]                ✓   ✓                             

[21]                                      ✓           

[22]          ✓   ✓       ✓                           

[23]      ✓ ✓ ✓ ✓ ✓                                   

[24]     ✓                                           

[25]       ✓   ✓                                     

[26]       ✓   ✓                                     

[27]     ✓                       ✓                   

[28]           ✓                 ✓         ✓         

[29]     ✓     ✓                     ✓               

[30]                          ✓                       

[31]       ✓       ✓                                 

[32]                       ✓ ✓ ✓ ✓                   

[33]                     ✓                   ✓       

[34]           ✓                                     

Using Classification for Cyberattack Prediction 

We can use classification techniques to predict the type or category of cyberattack based on network 

traffic data or other relevant features. Labelled data are used to train a model that can assign new data 

to predefined classes. For example, we can use classification to predict whether a network packet is 

normal or malicious or what kind of attack it is, such as DDoS, brute force, or SQL injection. Presented 

CyberLearning, which is an ML-based cybersecurity modelling approach with correlated feature 

selection. By analysing the effectiveness of various ML security models, this model uses a binary 

classification model to detect anomalies and a multiclass model for cyberattacks. This system can be a 

powerful approach for cyberattack detection because it allows the system to benefit from the strengths 

of each individual model and improves the overall performance. However, it also increases the 

complexity and performance of the system. discussed cybersecurity data science and related 

methodologies and highlighted data-driven intelligent decision-making for cyber defense [34]. It also 

discussed the problems and future goals in cybersecurity data science and provided an ML-based 

multilayered cybersecurity modelling framework. Employed metaheuristic cyber ant optimization to 

extract aberrant health features [35]. Then, an attack was detected with an ensemble crossover XGBoost 

classifier. Our method significantly improved the detection accuracy, true positive rate, and false-

positive rate. It improved IoT malware detection, protecting patients and health care providers. However, 

it is important to note that the success of the model will depend on the quality and quantity of the data 

that are used to train it. It is also important to thoroughly test the model with a variety of real-world data 

in a health cloud environment to see how well it performs in real time. In [36], to determine the best and 

most suitable ML-AIDS for networks and computers, 10 well-known ML algorithms from both 

supervised and unsupervised learning were used. The supervised approaches were ANN, DT, k-NN, 

NB, RF, SVM, and CNN, while the unsupervised approaches were EM, k-means, and SOM. We tested 

the ML-AIDS models with a real-world and highly imbalanced CICIDS2017 dataset that has different 

types of network attacks. The results showed that the DTAIDS and NB-AIDS models are more effective 

in detecting web attacks than the other models that have inconsistent and lower performance. Suggested 

a hybrid method that combines ELM and Bayesian optimization and uses a cloud architecture to prevent 

cyberattacks in real-time IoMT settings [37]. It makes better predictions by taking into account the 

predictions from the individual ML methods. The proposed method outperformed the other methods in 

terms of precision, recall, F1 score, F2 score, Fbeta score, and AUC-ROC curve, with values of 

0.990300, 0.990300, 0.990300, 0.989175, 0.986652, and 0.870034, respectively. The results showed 

that the hybrid method of ELM and Bayesian optimization is more accurate than using either method 

alone. However, there are other intelligent methods that can also protect the devices and network using 

relevant information, such as ML-based IDS, anomaly detection, and firewall rule-based systems. [38] 

proposed a unified learning framework for regression and multiclass classification problems using an 

extreme learning machine (ELM). ELM is a simple and efficient algorithm that works for generalized 

single-hidden-layer feedforward networks (SLFNs) with random hidden nodes. It was shown that ELM 

has better scalability, faster learning speed and similar or better generalizability than those of traditional 

SVMs and their variants. suggested predicting MTM and DoS assaults with RF, XGBoost, GB, and DT. 

From the two datasets, The following was found: All algorithms detect MTM and DoS attacks with 
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approximately 99% and 97% accuracy, respectively [39]. These algorithms detected MTM and DoS 

attacks as well. 

These algorithms can produce highly accurate models, especially when the data are well suited to the 

algorithm and the features are well engineered. However, to apply pretrained models, more DL 

algorithms, and all state-of-the-art models to future datasets, Proposed six ML classification techniques 

to identify eleven DDoS assaults with distinct DDoS attack datasets. The Canadian Institute of Cyber 

Security's CICDDoS2019 dataset comprises eleven CSV DDoS attack files. We compared logistic 

regression, DT, RF, AdaBoost, KNN, and NB to identify the best detection classification algorithms. 

Presented ML detection and classification of DDoS attacks utilizing k-NN, QDA, GNB, and CART [34]. 

All algorithms can classify and detect such attacks, but CART surpasses the others in terms of prediction 

accuracy, stability, prediction speed, and training time. This work has not adjusted or optimized the 

methods' hyperparameters, which could be investigated in future studies along with the predictors' and 

designed features' utility. In [31], two anomaly based ML models were introduced to establish that they 

provide greater security than misuse-based methods. This CNN-ensemble learning model uses NB, 

KNN, logistic regression, and SVM. The ensemble model outperformed the CNN model in terms of 

"explainability" as they can help understand how the prediction models work and why they make certain 

decisions, and computing efficiency. 

Using Clustering for Cyberattack Prediction 

As shown in [30], KPCA-DEGSA-HKELM, powerful IDS, can detect malicious assaults. DEGSA-

HKELM increases the mean F score by 2.09% and 1.25% for the KDD99 dataset. The current work's 

mean F score was 21.01%, 28.34%, 1.44%, 15.93%, which are higher than those of CSVAC, 

KDDwinner, Dendron, and CPSO-SVM, respectively. The current approach has a lower FAR than those 

of other issued methods for the UNSW-NB15 dataset. The accuracy of a model for the industrial 

intrusion TE dataset improves by 3.45% with the suggested technique. KPCA-DEGSA-HKELM tests 

KDD99, UNSW-NB15, and intrusion TE datasets faster than CPSO-SVM, specifically by 60.57%, 

82.21%, and 49.09%, respectively. Proposed a hybrid feature selection-based intelligent cyber threat 

detection system for IoT networks using ML [26]. kNN, RF, and XGBoost help IoT networks make 

quick and effective decisions. Proposed an ML-based two-tier network anomaly detection model for 

network malware detection [39]. BiLSTM reduces the feature space and selects the best features in the 

dimension reduction step. NB, certainty factor voting KNN classifiers, and DT classify network traffic 

as abnormal or normal. This technique was compared with others with the NSL-KDD dataset. 

Best Models 

Hybrid models are models that combine two or more ML techniques to improve the prediction perfor-

mance. For example, some papers used DNN and CNN, RF and SVM, or DNN and RF hybrid models. 

Hybrid models can leverage the advantages and weaknesses of the individual techniques. However, hy-

brid models also have some drawbacks, such as increased complexity, computational cost, and difficulty 

of interpretation. Therefore, hybrid models should be carefully designed and evaluated to ensure their 

effectiveness and efficiency for cyberattack prediction. In [31], CNN, LSTM, and LSTM-CNN were 

used. LSTM-CNN was used to detect phishing URLs by analysing spatial and temporal aspects from 

URL characters and sequences to gather complementary information. Gradient boosting techniques such 

as XGBoost and AdaBoost were used to combine the predictions of numerous weak learners into a 

strong learner to improve the model classification, so it considers to be best model The second best 

model is the one that uses CNN, LSTM, and LSTM-CNN. This model can detect phishing URLs by 

analysing spatial and temporal aspects from URL characters and sequences to gather complementary 

information. It also uses gradient boosting techniques such as XGBoost and AdaBoost to combine the 

predictions of numerous weak learners into a strong learner, which can enhance the model performance. 

In [33], a novel model that uses a DNN, LSTM, and logistic regression was proposed to detect network 

anomalies and cyberattacks using network traffic data. A DNN captures nonlinear and complicated pat-

terns, while LSTM captures sequential and temporal dependencies. It employs meta-classifier logistic 

regression to integrate DNN and LSTM predictions via stacked generalization. In [12], a hybrid HHO-

PSO-DLNN model was used to detect DDoS attacks and prevent botnets from disturbing network and 
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server services by combining (HHO), (PSO), and (DLNN). HHO-PSO, optimizing the typical LSTM 

model with greater classification accuracy. 

SYSTEM EVALUATION 

Evaluation measurements are essentially in the development of cyberattack prediction models offering 

a numerical assessment of the model effectiveness and aiding in decision-making throughout the pro-

cess. These measurements are consistently applied to evaluate model performance. They serve to com-

pare various models and adjust their hyperparameters in the validation stage. Typical measurements for 

classification models include accuracy as illustrated in Table 4, F1 score, recall, precision, and ROC 

curve, as mentioned in [34]. Validation and evaluation processes are important in identifying the ad-

vantages and limitations of various cyberattack prediction models along with determination of their ap-

propriateness of different attack types. These steps also shed light upon the inherent challenges and 

constraints with predicting cyberattacks including factors like data quality, scalability, interpretability 

and ethical considerations [35]. The finalized model submitted for testing with an independent dataset 

employing evaluation measurements to provide an impartial assessment of its performance. This essen-

tial step helps for deciding whether the model is prepared to practical application, as noted in. Common 

machine learning performance measurements include accuracy, F-measure, precision, ROC-AUC and 

recall. These measurements are widely used because their comprehensive nature in evaluating model 

performance. These measurements give comprehensive assessment for the model's performance through 

taking into account TP, TN, FP and FN cases. These measurements enable researchers to assess the 

model performance and shortcomings and work on its improvement for addressing the issue [36]. 

1. Accuracy (ACC): The model's accuracy represents the percentage of correct predictions, calculated 

by the ratio of correct forecasts to total predictions. This measurement is used in classification prob-

lems with balanced classes and relatively equal sample sizes. In cases of imbalanced classes, a 

model that consistently predicts the majority class may have high accuracy even if it is not benefi-

cial, eq (1) [37]. 

𝐴𝐶𝐶 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                   (1) 

2. Precision: Precision is useful in high-cost false-positives. False-positives can result in unneeded 

medical testing and treatments. Precision estimates how many positive predictions are correct, of-

fering a more precise model performance rating, eq (2). 

𝑃𝑅 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                                             (2) 

3. Recall: Recall is useful when false-negatives are expensive. False-negatives in disease detection can 

delay treatment, worsening outcomes. Recall evaluates how many positive examples were properly 

detected, offering a more detailed model performance evaluation, eq (3). 

𝑅𝑅 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                            (3) 

4. F-Measure: The F-Measure is useful. A weighted harmonic mean of precision and recall gives a 

fairer assessment of the model's performance, eq (4) [38]. 

𝐹1 =
2∗(𝑃𝑅∗𝑅𝑅)

𝑃𝑅+𝑅𝑅
                                             (4) 

5. ROC-AUC: The ROC-AUC helps to identify positive and negative examples. It displays the trade-

off between the TPR and FPR at different classification criteria. The area under the curve (AUC) 

shows the model's performance regardless of the threshold, eq (5). 

𝑅𝑂𝐶 − 𝐴𝑈𝐶 = 𝐴𝑟𝑒𝑎 𝑢𝑛𝑑𝑒𝑟 𝑡ℎ𝑒 𝑅𝑂𝐶 𝑐𝑢𝑟𝑣𝑒           (5) 

The false-positive rate (FPR), false-negative rate (FNR), true positive rate (TPR), true negative rate 

(TNR), cross entropy €, geometric mean (G-mean), and Matthews correlation coefficient (MCC) 

are also used in machine learning, but they differ from the five previously mentioned metrics 
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(accuracy, precision, recall, F-measure, ROC-AUC) in what they target and how they evaluate the 

model's performance. [39]. 

6. False-Positive Rate (FPR): assesses the model's classification of negative cases. It helps in spam 

and fraud detection when false-positives are costly, eq (6). 

𝐹𝑃𝑅 =
𝐹𝑃

𝐹𝑃+𝑇𝑁
                                                 (6) 

7. False-Negative Rate (FNR): measures the model's false-negative rate. Medical diagnosis and detec-

tion of diseases benefit from it, as false-negatives are expensive, eq (7). 

𝐹𝑁𝑅 =
𝐹𝑁

𝑇𝑃+𝐹𝑁
                                       (7) 

8. True Positive Rate (TPR) or Detection Rate (DR): evaluates the model's positive instance accuracy. 

In medical diagnosis and disease detection, it helps identify true positives, eq (8). 

𝑇𝑃𝑅 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                (8) 

9. True Negative Rate (TNR): measures the model's negative instance accuracy. In credit risk assess-

ment and fraud detection, it helps identify actual negatives, eq (9). 

𝑇𝑁𝑅 =
𝑇𝑁

𝐹𝑃+𝑇𝑁
                                                  (9) 

10. Cross Entropy €: measures the difference between predicted and actual probability distributions. 

Multiclass classification problems employ it to optimize model performance, eq (10). 

€ = −
1

𝑛
∑(𝑦 ∗ log(𝑝) + (1 − 𝑦) ∗ log(1 − 𝑝))               (10) 

11. Geometric Mean (G-Mean): G-Mean measures the model's balance between positive and negative 

identification. Disease diagnostics and credit risk assessment benefit from it, eq (11). 

𝐺 − 𝑀𝑒𝑎𝑛 = √𝑇𝑃𝑅 ∗ 𝑇𝑁𝑅                                     (11) 

12. Matthews: Correlation coefficient (MCC) is a set of data correlation coefficients. It balances the 

model performance when the dataset is inconsistent, eq (12). 

𝑀𝐶𝐶 =
𝑇𝑃∗𝑇𝑁−𝐹𝑃∗𝐹𝑁

√(𝑇𝑃+𝐹𝑃)∗(𝑇𝑃+𝐹𝑁)∗(𝑇𝑁+𝐹𝑃)∗(𝑇𝑁+𝐹𝑁)
                         (12) 

Table 4. Evaluation metrics 

Ref. 

Accuracy Evaluation Metrics 

 

ACC 
PR RR 

 F-Score 

or F1 
FPR 

 

FNR 

TPRor 

DR 
TNR 

Cross En-

tropy € 

Fbeta 

score 

ROC- 

AUC 

G-

mean 
 MCC 

[6] ✓ ✓ ✓ ✓ ✓         

[7]  ✓ ✓ ✓ ✓ ✓ ✓ ✓       

[8] ✓ ✓ ✓ ✓ ✓         

[9] ✓ ✓ ✓ ✓          

[10] ✓ ✓ ✓ ✓ ✓         

[11] ✓ ✓ ✓ ✓ ✓         

[12]  ✓ ✓ ✓  ✓         

[13] ✓ ✓    ✓  ✓      

[14]  ✓ ✓ ✓ ✓ ✓ ✓    ✓    
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[15]       ✓       

[16] ✓ ✓ ✓ ✓ ✓ ✓        

[17]     ✓       ✓  

[18] ✓ ✓ ✓ ✓ ✓ ✓        

[19] ✓ ✓ ✓ ✓  ✓      ✓  

[20]    ✓ ✓ ✓      ✓ ✓  

[21]  ✓ ✓ ✓ ✓ ✓         

[22]  ✓ ✓ ✓ ✓ ✓ ✓ ✓  ✓     

[23]  ✓ ✓ ✓ ✓ ✓ ✓ ✓       

[24] ✓ ✓ ✓ ✓ ✓         

[25] ✓ ✓ ✓ ✓ ✓         

[26] ✓ ✓ ✓ ✓ ✓         

[27] ✓ ✓ ✓ ✓ ✓ ✓       ✓ 

[28] ✓ ✓ ✓  ✓         

[29]   ✓ ✓ ✓         

[30]  ✓ ✓ ✓ ✓ ✓         

[31] ✓ ✓  ✓  ✓   ✓   ✓  

[32] ✓ ✓            

[33]   ✓  ✓       ✓  
 

Each metric evaluates a different model performance facet. The problem and researcher or user's needs 

determine the measure used. using a combination of evaluation metrics that can capture different aspects 

and dimensions of prediction models, such as accuracy, precision, recall, f1-score, roc-auc, confusion 

matrix, etc. We also propose to use some additional metrics that can complement or enhance the existing 

metrics, such as false positive rate, false negative rate, true negative rate, cross entropy, geometric mean, 

and Matthews correlation coefficient, the authors used (ACC, PR, F-Score, FPR) to evaluate their phish-

ing email detection model based on hybrid semantic deep learning (HSDL). They achieved an accuracy 

of (99.98   99.45   99.01   99.21) respectively on their dataset. And in [35], They achieved (accuracy 

of 99.69% for reflection attacks, 99.94% of exploitation attacks) by using this combination of metrics. 

in [37], the authors used (ACC, PR, RR, F-Score or F1, FPR, FNR, TPR) to evaluate their malware 

detection model based on deep embedded neural network expert system (DeNNeS). They achieved a 

((ACC of 99% and 96.7% and FPR of 0.8% and 1.8%, for each model) for phishing, (99:7% and 90:6% 

ACC, and FPR of 0:3% and 8:8%, for each model) for Android malware. in [35], the authors used recall 

to evaluate their fake news detection model based on gated recurrent units (GRU), recurrent neural net-

works (RNN), naive Bayes (NB), and sequential minimal optimization (SMO). They achieved (accuracy 

of 99.69% for reflection attacks, 99.94% of exploitation attacks). in [22], the authors used f-measure to 

evaluate their cyberbullying detection model based on hybrid optimization algorithm HHO-PSO-DLNN 

(Harris Hawks Optimization, Particle Swarm Optimization and Deep Learning Neural Network). They 

achieved an f-measure of 98.9% on their dataset. in [23], the authors used roc-auc to evaluate their 

network intrusion detection model based on tuned vector convolutional deep neural network 

(TVCDNN). They achieved a roc-auc of 99.8% on their dataset. 

CONCLUSION 

Cyberattack prediction is a crucial and challenging task for ensuring the security and reliability of vari-

ous systems and networks. We have presented a systematic literature review and a taxonomy of the 

existing cyberattack prediction systems. The outcome of the structured evaluation of techniques for pre-

dicting cyberattacks, is that we recommend the best, second-best and third-best models based on our 

analysis and explain why they are better for cyberattack prediction, that are used in the reviewed papers 

based on analysis. This taxonomy concerned with predicting cyberattacks using AI-based techniques, 
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such as deep learning, natural language processing, and graph neural networks. These techniques can 

accurately detect and predict multiple types of cyberattacks that can affect various domains and systems. 

Therefore, it is essential to develop prediction models that can handle multiple types of cyberattacks and 

provide timely and accurate responses. We also hope that our paper can inspire new ideas and directions 

for future research in this field. Some of the possible future research topics are as follows: 

• Propose a novel taxonomy for machine learning techniques for predicting cyberattacks, based on 

four dimensions: datasets, techniques, challenges, and future directions (DTCF taxonomy), as well 

as identify the gaps and opportunities for future research in this domain. 

• Analysing diverse cyber datasets that can capture the dynamic and complex nature of cyberattacks, 

as well as address the issues of privacy, ethics, and availability. 

• Using more advanced evaluation methods that can capture the trade-off between different metrics 

or the cost of different types of errors. 

• Exploring the applications of cyberattack prediction in various domains, such as IoT, network, in-

dustry, etc., as well as the challenges and opportunities in these domains. 
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