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SUMMARY

Unmanned Aerial Vehicle (UAV) networks are being used in various military, civilian and
infrastructure-monitoring fields, making them vulnerable to an increasing number of cyber threats. To
achieve strong security in these resource-limited, dynamic environments, lightweight and accurate
intrusion detection systems (IDS) are necessary. In this paper, three Machine Learning (ML) classifiers:
Logistic Regression, Random Forest, and Light Gradient Boosting Machine (LightGBM) and three Deep
Learning (DL) architectures: Feed Forward Neural Network (FFNN), one-dimensional Convolutional
Neural Network (1D-CNN), and Long Short-Term Memory (LSTM), are compared to find the best
performance for intrusion detection in UAV networks. An 80:20 train-test split was used for training and
evaluation, with the same 80:20 ratio applied to both of the two recently released, publicly available
benchmark datasets, UAVIDS-2025 and UAV-GCS-IDS, and with weighted-average Accuracy,
Precision, Recall, and F1-score as the evaluation metrics. The performance of the models shows that
LightGBM has the highest overall performance with 100.0% accuracy and precision on UAVIDS-2025
and 99.04% and 98.93% accuracy and F1 score on UAV-GCS-IDS, outperforming Random Forest with
99.97% and 88.89% accuracy on UAVIDS-2025 and UAV-GCS-IDS, respectively, and the deep learning
models with accuracy ranging from 88.2% to 99.6% on UAVIDS-2025 and 89.6% to 98.93% on
UAV-GCS-IDS. The Logistic Regression always yielded the lowest scores with only 86.8%-87.0%
accuracy in UAVIDS-2025 and around 85.1% in UAV-GCS-IDS, showing the capabilities of a linear
decision boundary in these traffic patterns. The results show that when computational resources are
available, deep learning architectures are also effective at learning complex, non-linear attack patterns,
while gradient-boosted ensemble methods provide the best detection accuracy with the lowest
computational burden for UAV intrusion detection. Finally, the paper outlines recommended deployment
strategies for ensembles and hybrid ML-DL, which are applicable in the context of resource-constrained
environments of UAV networks.

Key words: UAV network security, intrusion detection system, machine learning, deep learning,
LightGBM, anomaly classification, UAVIDS-2025.
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INTRODUCTION

An Unmanned Aerial Vehicle (UAV) is an aircraft that operates with an automatic pilot onboard and
without any interference from a human pilot. Commonly these aircraft are called drones [5]. A UAV
Network is a network that consists of multiple UAV units (drones) that communicate with each other
through wireless communication links. The network is designed to empower the drones to communicate,
coordinate, and collaborate in real time. Thus, enhancing their effectiveness in operating as a cohesive
unit. The UAV Network is used in different applications such as disaster Response, Military,
Agriculture, Environmental Monitoring, and Smart Cities. The main typical components of the UAV
network are UAV Units, Ground control stations, and communication links. The UAV Network is
characterized by its mobility, dynamic deployment, and flexibility features that differentiate them from
traditional networks [18].

Intrusion detection system in UAV Network is essential to secure the network, maximize the operational
effectiveness and survivability of UAV Technology in hostile environments. The IDS is assessed in
improving mission success rate and reducing risk of costly loss through protecting the network from
cyber security attacks. To design an Intrusion Detection System (IDS) for an UAV network, the design
must be lightweight, adaptive, and capable of detecting in real time and under resource constraints both
zero-day attacks and non-zero-day attacks [19]. Utilizing Machine learning and deep learning in
intrusion detection systems can significantly enhance the ability of unmanned aerial vehicles to carry
out required missions on time and correctly, contributing to these aircraft's survivability in a hostile
cyber space environment [20]. This study aims to present a comparative assessment of ML and DL
Algorithms towards designing an intrusion detection system for UAV network environment. There are
various types of datasets that can be used to design an intrusion detection system for future generation
networks [20]. The study utilized 2 datasets that were specialized for the UAV network. These datasets
have a wide range of attacks that are subtle to the UAV environment to produce an authenticated,
accurate comparative assessment for machine and deep Learning algorithms. To highlight these datasets
and their features, table 1 presents a comparison between the two datasets.

Table 1. Comparison among common UAYV intrusion detection datasets

Dataset Name Size Type Attack Vector Contents Source
UAVIDS- 19MB | NS3 Simulation Blackhole, Contains normal flights and IEEE Data
2025 [16] Flooding, Sybil, | UAYV flights with cyberattacks Portal

and Wormbhole

UAV-GCS [4] | 9.IMB Real-time DDoS, DoS, Network traffic data collected Platform

Communication | MITM, Replay, under both normal and Figshare.
Fake Landing malicious conditions in UAV
networks

This research fleshes out its novelty with respect to the existing comparison studies of ML and DL in
the context of UAV intrusion detection on three fronts. First, in contrast to previous single-dataset studies
[1][2][15][16][17], this study compares the models under the same model preprocessing, model training,
and model evaluation conditions, so that the generalizability of the model can be fairly judged by
comparing the model generalizability to the two datasets, not by tuning the model to just one single
dataset. Second, the study takes place in a single uniform experimental pipeline that spans across the six
algorithms tested, three complexity levels — linear, ensemble tree-based, and deep neural — which is rare
in the reviewed literature.

Third, the per-class confusion-matrix analysis observed in Section 5 provides specific insights into
which attack type categories (e.g., Wormhole-Blackhole confusion and Fake Landing under-detection)
are problematic for each model family, in addition to overall accuracy metrics, to guide practitioners in
the design of resource-constrained UAV IDS in table 2.

The contributions of this paper are as follows. First, a comprehensive comparative evaluation of three
classical machine learning classifiers, namely Random Forest. Logistic Regression, LightGBM, and
three deep learning architectures, namely LSTM, FNN, and IDCNN, are used for UAV network
intrusion detection. Second, both model families are systematically evaluated on two datasets,
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UAVIDS-2025 and UAV-GCS, under identical experimental conditions to ensure a fair and
reproducible comparison. Third, a detailed per-class performance analysis is presented using normalized
confusion, providing granular insight into each model's classification behavior across all traffic
categories. Finally, the findings of this study offer practical guidelines for selecting appropriate

classifiers in UAV intrusion detection applications.

Table 2. Attack name, procedure, and attack goal in UAV environment

Attack Name Procedure Attacker Goal
A malicious UAV falsely advertises optimal To dlsni)pte(;gteig;;llln?ﬁ ttilfﬁofollowmg
Blackhole | routes to attract traffic and then silently drops p . 1op
or absorbs packets communication, mission
) coordination, and data collection.
An attacker attempts to exhaust the UAV's . . .
. The goal is to cause denial of service
. node bandwidth, CPU, or memory by o
Flooding . to legitimate control and data traffic.
sending large volumes of bogus, repeated
packets and route requests
An attacker creates a malicious node that The goal is to undermine routing,
. . . . consensus, resource allocation, and
Sybil attack forges multiple fake identities to appear as . L
. . cooperative sensing in UAV
many distinct UAVs as possible. .
environment.
An attacker controls one or two malicious . .
. To dispute the process of routing,
nodes to establish a low-latency tunnel for . -
Wormbhole ) . topology discovery, and cooperative
forwarding and replying to packets between Y
) ) missions
distant regions.
An attacker using either passive monitoring The goal is to use the gathered
Scanning or active probing gathers information about information to create a topology and
the UAV vulnerability map of the UAV system.
An attacker transmits either counterfeit log{cri(e)itgﬁo&: g?;;géﬁ:rligsgﬁer
Fake Landing landing signals or falsified landing-site

information.

terminate the mission or destroy the
UAVs.

A man-in-the-
middle attack

The attacker intercepts, modifies, and injects
commands and telemetry between a UAV
and its controller or between UAVs.

To eavesdrop and manipulate
command and access control.

The attacker tries to guess the authentication

To gain access to the UAV Network

Bruteforce credentials of the UAV network through to a compromised system and cause
trial-and-error methods. more damage.
An attacker reconnoiters the UAV system to The goal is to exhaust UAV node
DoS select an appropriate strategy based on resources or to deny legitimate UAV
certain attack vectors to overwhelm the UAV
. nodes
Network with bogus requests
Same as DoS, but here the attacker uses The goal is to exhaust UAV node
DDoS multiple compromised nodes rather than one, | resources or to deny legitimate UAV
as in the DoS case. nodes
The attacker intercepts legitimate command
Reply or sensor signals exchanged between a UAV | To manipulate the drone's behavior

and its Ground Control Station.

The rest of this paper will be structured as follows. In Section 2, the relevant studies on intrusion
detection for UAV networks are reviewed, which focus on the studies based on the UAVIDS-2025 and
UAV-GCS-IDS datasets. In Section 3, the studies' machine learning solutions are introduced. Section 4
introduces the proposed comparative assessment methodology used, such as the machine model and
deep learning models adopted, their parameter settings, and characteristics of the datasets. The
experimental results and discussion are given for both datasets in Section 5. The paper is completed at
the end of Section 6.
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RELATED WORK

This study reviews prior research on intrusion detection systems (IDSs) in UAV networks, specifically
examining machine learning and deep learning approaches evaluated on the UAVIDS-2025 and
UAV-GCS datasets while excluding those based on other data sources. A quantum machine
learning-based intrusion detection system for UAV networks was developed using the UAVIDS-2025
dataset. The proposed HybridQNN-8L model demonstrated high performance with an accuracy of 94.
8% and an F1 score of 96. 7%, highlighting the potential of quantum-enhanced learning for UAV
intrusion detection [1]. The NS-3 network simulator was also employed to construct the UAVIDS-2025
dataset for evaluating supervised machine learning algorithms, including Random Forest, XGBoost,
K-Nearest Neighbors (KNN), Support Vector Machine (SVM), Naive Bayes (NB), and Decision Tree.
Among the evaluated models, XGBoost achieved the highest performance with an accuracy of 98. 7%
and an Fl-score of 97. 9% [2]. The susceptibility of the Internet of Drones (IoD) to advanced
cyberattacks has also been investigated using the Histogram-based Gradient Boosting (Hist-GBoost)
algorithm, which demonstrates excellent detection accuracy with an F1-Score of 99. 42% [15]. The
ECU-IoFT dataset was evaluated using Artificial Neural Networks (ANN), Convolutional Neural
Networks (CNN), and Recurrent Neural Networks (RNN), achieving an average accuracy of 96% for
both the ANN and RNN models, while the CNN model reached 81% [16]. The results demonstrate that
a Feedforward Convolutional Neural Network (FFCNN) trained on the UAVIDS dataset achieves an
overall detection accuracy of 98. 23% for UAV intrusions, further validating the efficacy of deep
learning approaches in this domain [17].

In addition to the aforementioned studies based on such datasets, the UAV network security has been
further enhanced by the distributed and graph-based intrusion detection frameworks [3]. A complete
distributed intrusion detection system with five co-operating modules for collecting, preprocessing, and
multi-layered threat analysis was shown to achieve better detection performance in a live UAV testbed
for different distances and speeds of the targets. The distributed architecture increased the detection
capability, but it was more complicated in terms of computational and implementation complexity than
the centralized architecture. A deep analysis of intrusion detection systems based on machine learning
and graph neural network (GNN) revealed that the graph-based models are able to model the
higher-order relationships between UAVs better than other feature-based classifiers. These results are
consistent with the results of feature-based machine learning methods and indicate that GNNs are a
potential future research direction for UAVs to meet threats.

The survey of literature has shown that ensemble learning and gradient boosting algorithms have proven
to be the best for intrusion detection in UAV datasets. Most of the current studies discuss only one
dataset and a small number of machine learning algorithms. The present study, on the other hand,
compares the performance of six machine learning models on two benchmark UAV intrusion detection
datasets, which offers a wider comparative test of the detection capability and ability of models to
generalize.

Machine Learning Approaches

In this study, several machine learning approaches were chosen for comparative assessment alongside
Deep learning approaches. To choose fewer complex algorithms and architecture since UAV
environment is resource constrained environment. These approaches encompass Random Forest,
LightGBM, and Logistic regression. The random forest has many characteristics that make this
algorithm a good choice among machine learning classifiers due to its ability to handle linear and
nonlinear data, missing data, and it is robust to noise [6][7]. Random forest is best to be used in medium
complexity problems and noisy datasets. The logistic regression algorithm is considered simple,
interpretable and fast assuming linearity and in most cases when compared with other algorithms it
produces lower accuracy. It is recommended to use Logistic regression when the dataset is small, and
an initial interpretation is needed regarding the dataset [8].
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PROPOSED COMPARATIVE ASSESSMENT

The goal of this study is to develop a systematic comparative assessment framework for UAV Network's
intrusion detection system, utilizing machine learning and Deep learning. From a machine learning and
deep learning perspective, A comparative assessment can be defined as the process of evaluating and
comparing the performance of different machine learning and deep learning approaches on a certain
dataset that follows set criteria defined by the researchers implementing the process. To this, the
researcher must select certain evaluation metrics to help in identifying which approaches perform best.
The process requires training multiple models, testing using the same dataset, as well as under the same
conditions. Then the theses and the achieved results based on the defined performance metrics to
understand their strengths, weaknesses, and suitability for the problem at hand.

: . Data Splitting Data to
DataCatheking Data Cleaning Preprocessing Train and Test
. g Comparive Testing Traind Building Training
Final Insight Assesment Models Models

Figure 1. The comparative assessment procedure flow diagram

The comparative assessment procedure flow diagram is shown in figure 1. A traditional classical
assessment procedure was followed to ensure that the model is valid, reliable, and credible

Proposed Comparative Assessment References Performance Metrics

To determine which model provides the most accurate predictions with respect to the selected datasets,
several common evaluation metrics were used that include the following [9][10]: 1. recall, since this
metric is crucial to measure the proportion of actual attacks correctly detected. Also, it can reflect the
model's effectiveness in identifying threats and minimizing misclassified attacks. Moreover, 2. F1 Score
represents the harmonic mean of precision and recall, and it balances the trade-off between detecting
true attacks and minimizing false alarms. Moreover, when classes imbalance, it is a valuable metric for
assessment compared to models. In addition, 3. The precision highlight alerts are meaningful and
trustworthy since they measure the proportion of true detected attacks against all flagged as attacks [9]
[10].

Dataset Characteristic

In this study, two datasets were chosen, the UAVIDS-2025 which is a Benchmark Dataset that is publicly
available and released in 2025. It is a simulated dataset (Through using NS3.24 Program) and not a
captured real-world network traffic. The UAVIDS-2025 dataset was chosen as result for many reasons.
For example, it is relevant to research on UAV security, publicly available, designed for machine
learning-based IDS, and its recency. The UAVIDS-2025 dataset has 122171 instances, each described
by 22 features per sample. It encompasses 5 classes: Sybill, Wormhole, Blackhole, Flooding Attacks,
and Normal Traffic [2].

The second dataset is UAV-GCS, which is a real traffic network and hosted on Figshare. It has 149434
instances, each described by 45 features, including the label. This study utilized eight classes: Scanning,
Bruteforce, MITM, Reply, Fakelanding, DoS, DDoS attacks, and Normal Traffic. Whereas the study
excluded, Reco and Evil Twin class instances [4]. The class distribution of UAV-GCS dataset is
imbalanced as illustrated in table 3 [4].
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The study chose UAV-GCS since it highlights the security of UAV to ground control station as well as
it represents attack surface in recent UAV security. Moreover, it is new, updated, and tailed to machine
learning based IDS designed.

Table 3 highlights the characteristics of the datasets. To illustrate: TAC:Total Attacks Class, FC:
Features Count, CFC: Categorial Features Count, NCFC: Noun Categorial Features Count, TIC: Total
Instances Count, MinCC: Minority Class Count, MajCC: Majority Class Count, and Finaly BR: Balance
Ratio. Before feeding the data into the model, preprocessing steps were applied, including traditional
classic normalization of numerical features and label encoding of categorical ones. All the Datasets were
split into a ratio of 20:80 for tests to train respectively.

Table 3. Characteristics of UAVIDS-2025 and UAV-GCS datasets

Dataset TAC | FC. | CFC. | NCFC. | TIC. | MinCC. | MajCC. BR
UAVIDS-2025[16] | 5 22 3 19 122171 [ 6000 60000 0.1
UAV-GCS [4] 7 44 0 44 149434 48 50135 | 0.000294444

Most researchers identify whether a dataset is balanced or imbalanced through checking the class
distribution ratios in the dataset. A dataset is considered balanced if the classes in the target variable
have roughly equal representation. In the same context, dataset is considered imbalanced if the classes
in the minority class (the class with the smallest number of instances count) is significantly smaller than
the majority class (the class with the largest number of instances count) by a large margin such fifty
percent or thirty percent [11][12]. In python, and for checking dataset balance scientifically, calculate
the imbalance ratio using the following procedure:

1. Calculate the number of instances per class.

2. Compute the ratio of minority to majority class counts.

3. If the imbalance ratio is close to 1, then the dataset is balanced; otherwise, it is considered an
imbalanced dataset. The closer this value is to zero, the more it indicates a significant class
imbalance problem in the dataset, and the higher likelihood that the classifier algorithm will fail
to classify the underrepresented categories in the data, especially those that are not strongly
correlated with the features present in the data.

Learning Based Model and Parameter Configuration

In this section, the study introduces the learning-based model parameters configuration for all the
experiments running on both datasets, UAV-IDS-2025 and UAVGCS. Although both machine learning
and deep learning models were evaluated on each dataset.

Before model training, the dataset was processed through a structured pipeline to guarantee both data
quality and compatibility with the model. First, identified and removed instances with missing values to
ensure data integrity. To prevent redundancy and reduce the risk of overfitting, duplicate records were
subsequently removed. To ensure compatibility with the machine learning algorithms used, categorical
features were transformed into numerical representations. Numerical features were normalized using
Min-Max scaling to transform all values into a uniform range, ensuring that each feature contributes
equally regardless of its magnitude. As mandated by certain approaches, class labels were one-hot
encoded before training, converting each categorical label into a binary vector whose length matches the
number of classes, with a value of 1 signifying class membership and 0 indicating otherwise. Finally,
the preprocessed dataset was split into training and testing sets using an 80/20 ratio to ensure unbiased
model evaluation.

Machine Learning Models

Three machine learning classifiers were employed in this study: Light Gradient Boosting Machine,
Random Forest, and logistic regression. These models represent a range of complexity levels that range
from linear baseline classifier (Logistic regression) to enable methods (RF and LightGBM). Thus,
enabling a comprehensive comparative evaluation. Moreover, the study reports the classical-typical
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default parameters which were applied to the models used in assessing the classification tasks and lists
the parameters that changed from default, plus tuned values. While others were set according to default
scikit-learn for each of LightGBM, Random Forest, and Logistic regression model settings. Table 4
through 6 report key parameters for each model separately and a description of each parameter’s
explanation is provided in column 3 of each of these tables.

Tables 4 table 5 through 6 display the hyperparameter settings for classical classifiers on the UAV-IDS
-2025 dataset, while tables 7, table 8 through 9 outline the deep learning architecture parameters for the
UAV-GCS dataset. This reporting strategy was implemented to prevent redundancy while guaranteeing
the complete reproducibility of the experimental results.

Table 4. Logistic key parameters - UAVIDS-2025

Parameters Setting Description

penalty 12 Regularization type (L1, L2, ElasticNet)

C 1.0 Inverse of regularization strength (smaller = stronger)

max_iter 1000 Optimization algorithm

multi class | deprecated Maximum iterations for convergence
solver Ibfgs Strategy for multi-class problems

fit intercept True Whether to add a bias/intercept term
random_state 42 Seed for reproducibility

Table 5. Random forest key parameters - UAVIDS-2025

Parameters Setting Description
n_estimators 100 Number of decision trees in the forest
max_depth None Maximum depth of each tree
min_samples_split 2 Minimum samples required to split a node
min_samples leaf 1 Minimum samples required at a leaf node
max_features sqrt Number of features considered per split
criterion gini Split quality measure (gini or entropy)
bootstrap True Whether to use bootstrap sampling
random_state 42 Seed for reproducibility

Table 6. LightGBM key parameters- UAVIDS-2025

Parameter Setting Description
boosting_type gbdt Boosting method (gbdt, dart, rf)
num_leaves 31 Max leaves per tree (controls complexity)
max_depth -1 Maximum tree depth
learning_rate 0.1 Step size shrinkage to prevent overfitting
n_estimators 100 Number of boosting iterations
min_child samples 20 Minimum data in a leaf node
feature fraction 1.0 Fraction of features used per iteration
bagging fraction Default Fraction of data used per iteration
lambda 11 Default L1 regularization
lambda 12 Default L2 regularization
Objective multiclass Task type (binary/multiclass)
Deep Learning Models

Three deep learning classifiers were employed in this study: LSTM (Long Short-Term Memory) which
is a recurrent neural network architecture that is designed to learn long- term dependencies in sequential
data. In terms of IDS, the LSTM can capture temporal correlations between consecutive network flow
records. FFN (Feed Forward Network), this is the fundamental deep learning architecture, and it can
serve as a strong baseline model due to its simplicity of architectural design [13]. The 1DCNN
(One -Dimensional Convolutional Neural Network) applies convolutional filters along a single spatial
dimension. In terms of IDS design, the IDCNN can capture local pattern within network traffic features
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that are indicative of attacker behavior [14]. In this study, the FFN, LSTM, and 1D-CNN were selected
to represent a diverse range of deep learning architectures, a fully connected baseline, a sequential
memory-based model, and a local pattern extractor enabling a comprehensive and fair comparative
evaluation of intrusion detection performance. Moreover, the study lists the parameters
which changed from default, plus tuned values. While others were set according to default scikit-learn
for each of LSTM. FFN, and 1DCNN. Table 7 through 9 report key parameters for each model separately
and a description of each parameter’s explanation is provided in column 3 of each of these tables.

Table 7. FFN key parameters of UAV-GCS

Parameter Setting Description
Input Features 44 Number of input dimensions after
preprocessing (44 features)
Hidden Layer 1 128 neurons First dense layer to capture complex patterns
Hidden Layer 2 64 neurons Second dense layer for further feature
extraction
Dropout Rate 0.3 Probability of shutting down neurons to
prevent overfitting
Output Classes 8 Number of distinct attack categories to classify
Activation Function ReLU Introduces non-linearity to the hidden layers
(Hidden)
Activation Function Softmax Calculates probability distribution over the
(Output) classes
Optimizer Adam Algorithm used to update weights based on the
loss
Loss Function Sparse Categorical Calculates the error between predicted and true
Crossentropy labels
Epochs 50 Number of complete passes through the
training dataset
Batch Size 32 Number of training samples processed before
updating weights

Table 8. LSTM model architecture & hyperparameters summary - UAV-GCS

Parameter Setting Description
Input Timesteps 10 Number of historical time steps used for each prediction
sequence.
Training Epochs 50 Maximum number of complete passes through the
training dataset.
Batch Size 32 Number of training samples used in one iteration to
update weights.
Train-Test Split 0.8/0.2 Ratio of data used for training versus testing/evaluation.
LSTM Layer 1 64 Number of memory cells in the initial LSTM layer.
Units
LSTM Layer 2 32 Number of memory cells in the secondary LSTM layer.
Units
Dropout Rate 0.2 Percentage of neurons randomly deactivated to prevent
overfitting.
Optimizer Adam The algorithm used to minimize the loss and update
network weights.
Loss Function Categorical Mathematical method used to measure prediction error.
Crossentropy
Early Stopping 10 Number of epochs to wait for improvement before
Patience halting training.
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Table 9. IDCNN architecture and key parameters -UAV-GCS

Parameter Setting Description
Input Shape (44, 1) The dimensions of the input data representing 44 features per
sample.
Conv1D The number of unique patterns or features the model extracts
. 64, 128 .
Filters at different layers.
Kernel Size 3 The size of the sliding w1.ndow used to capture local patterns
in the data.
Activation ReLU A non-linear function that helps the model learn complex
patterns.
MaxPooling ) A technique that reduces data size by keeping only important
features.
Dropout 0.2.0.5 A regularization method that prevents overfitting by disabling
neurons.
Dense 128 The number of units in the hidden layer to interpret extracted
Neurons features.
Output Units 8 The total number of unique classes the model classifies.
Optimizer Adam An efficient algorithm used t.o .update model weights during
training.
Loss Sparse Categorical . .
. The metric used to calculate the error for multi-class labels.
Function Crossentropy
Batch Size 64 The number of training samples processed before updating
weights.
Epochs 20 The total number of cong;es éotasses through the training

Software and Experimental Environment

All experiments have been coded in Python 3.10. The models implemented were: Classical machine
learning models (Logistic Regression, Random Forest): scikit-learn, deep learning models (FFNN,
1D-CNN, LSTM): TensorFlow/Keras, Light GBM: official LightGBM Python package. Scikit-learn and
pandas were used for the data preprocessing tasks, such as normalization, encoding, and train-test
partitioning. The array operations were performed using NumPy.

Ablation Study

To determine which design decisions influence the detection performance most, an ablation study was
designed, which involved the following: (i) removing the categorical feature groups and retraining the
best performing model, LightGBM, (ii) testing the impact of class-imbalance handling by comparing
model performance with and without class-weighting to the minority classes of UAV-GCS-IDS, and
(iii) testing the impact of network depth on the deep learning models, comparing the two-layer LSTM
configuration from the reported results in table 8 and table 9 with a single-layer configuration.

RESULTS AND DISCUSSIONS

To comprehensively evaluate the performance of the proposed classifiers, the experimental results were
reported using standard classification metrics such as Precision, Recall, F1-Score, and Accuracy. The
weighted average values for the standard classification metrics was adopted as the primary aggregated
metric, as it accounts for class imbalance by weighting each class's contribution proportionally to its
support in the test set and it enable a holistic assessment of overall model behavior across all traffic
categories. Furthermore, confusion matrices are provided to visually illustrate the classification outcome
at the individual class level, revealing each model's ability to correctly distinguish between normal and
various attack types that encompass UAV-IDS2025 and UAV-GCS Datasets.

Tables 10, and 11, tables 12 and 13 highlight a comparative assessment of ML and DL based on
Accuracy, Precision, Recall, and Fl-score respectively. While the logistic regression provided
reasonable predictions, its performance remained the lowest among all evaluated algorithms. The
notably lower accuracy may be attributed to its linear decision boundary, which may be insufficient to
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capture the complexity of both UAV-IDS-2025 and UAV_GCS datasets. Moreover, among all examined
classifiers, LightGBM demonstrated superior performance, achieving perfect scores of 100% for

accuracy, precision, recall, and Fl-score, surpassing all other competing algorithms. Thereby
demonstrating its absolute effectiveness in the classification task.

Table 10. Comparative assessment of ML and DL algorithms based on weighted average accuracy

Accuracy
Dataset LightGBM | Random Forest | Logistic Regression FFN LSTM | 1D-CNN
UAVIDS-2025[16] | 1.000000 0.999673 0.8679760 0.997654 | 0.9878 | 0.9957
UAV-GCS [4] 0.990429 0.888922 0.8505036 0.882800 | 0.8972 | 0.8842

Table 11. Comparative assessment of ML and DL algorithms based on weighted average precision

Precision
Dataset LightGBM | Random Forest | Logistic Regression FFN LSTM | 1D-CNN
UAVIDS-2025 [16] | 1.000000 0.999673 0.870055 0.997654 | 0.9878 | 0.9958
UAV-GCS [4] 0.990169 0.891333 0.793929 0.8842 | 0.9003 | 0.8948

Table 12. Comparative assessment of ML and DL algorithms based on weighted average recall

Recall
Dataset LightGBM | Random Forest | Logistic Regression FFN LSTM | 1D-CNN
UAVIDS-2025 [16] | 1.000000 0.999673 0.867976 0.997654 | 0.9878 | 0.9957
UAV-GCS [4] 0.990429 0.888922 0.850536 0.8828 | 0.8967 | 0.8842

Table 13. Comparative assessment of ML and DL algorithms based on weighted average F1 - score

F1 -Score
Dataset LightGBM | Random Forest | Logistic Regression FFN LSTM | 1D-CNN
UAVIDS-2025[16] | 1.000000 0.999673 0.868680 0.997654 | 0.9878 | 0.9957
UAV-GCS [4] 0.989346 0.863234 0.800383 0.8517 | 0.8747 | 0.8537

Comparison with State-of-the-Art UAV Intrusion Detection Methods

Table 14. Comparison of this study's best-performing model against recent state-of-the-art UAV IDS methods

Study

Method

Dataset Accuracy | Fl-score
Gouveia et al., (2020) HybridQNN-8L (quantum ML) UAVIDS-2025 94.8% 96.7%
Zeng et al., (2025) XGBoost UAVIDS-2025 98.7% 97.9%
Priyadarshini et al., (2025) Hist-GBoost Internet of Drones traffic | 99.42% 99.42%
Reference Hadi, (2024) FFCNN UAVIDS 98.23% -
This study LightGBM UAVIDS-2025 100.00% | 100.00%
This study LightGBM UAV-GCS-IDS 99.04% 98.93%

The comparison in table 14 shows that LightGBM, implemented in this study, is as accurate or more
accurate than recent state-of-the-art approaches tested on UAVIDS-2025, and is evaluated on a second
and independent dataset (UAV-GCS-IDS) which has not been assessed by most previous studies. For
real-world UAV deployment scenarios, with differing traffic characteristics across networks and

missions, this cross-dataset consistency is presented as the main evidence of the reliability of the
proposed framework.
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Figure 2. Confusion matrix - UAVIDS 2025 - logistic regression
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Figure 3. Confusion matrix -UAVIDS-2025 - LightGBM

Figure 2 presents the confusion matrix of logistic regression classifier on UAV-IDS-2025 dataset,
illustrating the classification performances across all traffic categories. Here, Logistic Regression
provides a moderately effective baseline for multi-class intrusion detection in UAV network
environments. Moreover, the most prominent source of classification error is the Wormhole Attack class
which was frequently confused with the Blackhole Attack class and Normal Traffic. suggesting that the
decision boundary between these two attack types is insufficiently resolved by a linear classifier.
Furthermore, the UAV-IDS-2025 indicates that the Logistic Regression model struggles with inter-class

boundary disambiguation, particularly among routing-layer attacks (Blackhole and Wormbhole), which
share topological disruption characteristics.
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Figure 3 depicts the confusion matrix obtained by LightGBM classifier on the UAV-IDS-2025 dataset,
where rows represent the actual classes and columns represent the predicted classes. The diagonal
elements of the confusion matrix confirm that the model correctly classified all of instances across all
classes. These findings suggest that LightGBM is the Top classifier for multi-class intrusion detection
in UAV network environments.

Confusion Matrix: UAVIDS-2025 - Random Forest
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Figure 4. Confusion matrix -UAVIDS-2025 - random forest

To further examine the per-class behavior of Random Forest classifier on UAVIDS-2025 dataset, the
confusion matrix is depicted in figure 4. As revealed from figure 4 there were 24,427 instances that were
correctly classified, and only 8 instances were misclassified. Comparing these confusion matrices
together shows an improvement by Random Forest as well as LightGBM in comparison with logistic
regression. The data strongly suggest that the ensemble-based, non-linear nature of Random Forest and
LightGBM is far better suited to capturing the complex decision boundaries inherent in UAV network
traffic classification. These findings are of considerable practical significance, as they indicate that
Random Forest and LightGBM may serve as a robust and reliable foundation for real-time intrusion
detection in UAV communication environments.

Confusion Matrix: Logistic Regression - UAV-GCS
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Figure 5. Confusion matrix -UAV -GCS - logistic regression
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The confusion matrix in figure 5 demonstrates the classification performance of the Logistic regression
classifier evaluated on UAVIDS-2025. As evidenced by diagonal values, Brute force, DDoS and DoS
attacks are classified with near-perfect accuracy and negligible misclassifications. Fake landing and
MITM showed poor performance due to their limited instances. Normal traffic is frequently
misclassified as Scanning (2494 instances), indicating difficulty in distinguishing benign
communication from scanning activity. Moreover, the data strongly suggests that the linear nature of
logistic regression is ineffective for capturing the complex decision boundaries inherent in UAV network
Normal, Scanning, and Reply attack traffic classification.

The confusion matrix in figure 6 displays the classification performance of the LightGBM classifier on
the UAV-GCS dataset. The Fake landing and Replay attack evidenced poor performance, attributed to
their limited sample size. Normal traffic was accurately classified, with relatively small 17 instances
misclassified, which indicates minimal challenge in distinguishing benign communication from
scanning activity. However, the most notable misclassification was observed between Reply and
Normal, where 83 Reply class instances were incorrectly predicted as Normal class instances.

The confusion matrix in figure 7 displays the classification performance of the Random Forest classifier
evaluated on UAV-GCS dataset. The matrix demonstrated underperformance across Fake landing,
Reply attacks, and Normal traffic. Moreover, it reveals that Normal class exhibited the highest false
negative rate, suggesting that its traffic patterns share strong similarities with Scanning class.

The foregoing results demonstrate the overall classification performance of the machine learning models
evaluated on UAVIDS-2025 as well as UAV-GCS datasets. Having presented the performance of the
classical machine learning classifiers, the following section reports the results obtained by deep learning
models. All models FFN, LSTM, and One-Dimensional CNN were constructed using standard, classical
configurations and implemented through typical procedures commonly adopted in deep learning fields.
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Figure 6. Confusion matrix -UAV -GCS - LIGHTGBM
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Confusion Matrix: Random Forest - UAV-GCS
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Figure 7. Confusion Matrix -UAV -GCS - random forest
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Figure 8. Confusion matrix -UAV -GCS FFN

Figure 8, figure 9 and figure 10 illustrate the confusion matrices of FNN, LSTM. and 1DCNN evaluated
on UAVGCS dataset, while figures 11 and figure 12 and figure 13 present the corresponding result on
UAVIDS-2025 dataset respectively, illustrating the per-class classification behavior across all traffic
categories. Consistent with the results observed on UAVGCS, FFN, 1DCNN, and LSTM models
maintained high true positive rates across all classes when evaluated on UAVIDS-2025, demonstrating
stable generalization capability. Thus, indicating a highly effective classification capability.
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Confusion Matrix: UAV-GCS LSTM Classifier
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Confusion Matrix - UAVIDS-2025 FFN Classifier
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Figure 11. Confusion matrix -UAVIDS -2025 FNN
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Figure 12. Confusion matrix -UAVIDS -2025 LSTM
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Confusion Matrix - LSTM - UAVIDS-2025
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Figure 13. Confusion matrix -UAVIDS -2025 IDCNN
Limitations

There are a number of limitations associated with this study that need to be taken into account when
interpreting the results. The validity of the results derived from the UAVIDS-2025 dataset is limited, as
it is a simulated dataset, and thus may not fully reflect the performance of a live UAV deployment,
where there will be hardware noise and variable wireless channel conditions. Second, the deep learning
architectures were tested with standard, non-optimized architecture and hyperparameter settings, which
could mean that they are not as capable as they could be if they had undergone more extensive
hyperparameter optimization, and were compared with the ensemble methods, which are also more
heavily optimized. Third, some attack classes in both datasets have few instances and therefore,
per-class metrics for these classes are not sufficiently statistically reliable. Lastly, the study assesses the
accuracy of the classification and relevant statistical performance measures but does not test inference
latency, memory footprint, and energy consumption on embedded UAV hardware—factors that are key
to deployment options for resource-limited platforms.

Implications

Results have implications for the design of UAV IDS. With a very consistent performance on both
datasets, gradient-boosted ensemble methods are the best method of choice when computational
resources are limited on the UAV platform, because they offer higher accuracy compared to deep neural
architectures and their training and inference costs are comparatively lower. The sub-optimal
performance of Logistic Regression on both the datasets suggests that linear classifiers are not the only
classifiers to be used in UAV networks when attacks like Blackhole and Wormhole are taking place,
which are non-linear, topologically structured. Based on the confusion patterns identified in Section 5.2,
especially for the Replay-Normal and Wormhole-Blackhole classes, an operational system that uses a
fast ensemble pre-filter coupled with a secondary dedicated classifier for ambiguous classes
(Replay-Normal and Wormhole-Blackhole) could further enhance the reliability of the operational
system.
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Future Scope

The four directions for future research are identified. A first study of ablation indicates that the
contribution of each feature group and model design should be quantified to determine the impact of
each on the detection performance. Second, the evaluation of the ease of real-time deployment should
be conducted on representative embedded UAV platforms such as Raspberry Pi or NVIDIA Jetson-class
devices to assess the feasibility of real-time deployment, as they are more prone to streaming constraints
that real-world UAVs may encounter. Third, the graph neural network (GNN) architectures need to be
explored to explicitly consider the relational dependencies between UAVs in the communication aspect,
which would enhance intrusion detection in the UAV swarm communication system in high-dynamic
network scenarios [22]. Last but not least, the comparison should be expanded to federated learning and
online learning paradigms, so that UAVs can work together without sharing flight-sensitive data with
centralized servers to update an intrusion detection model. Moreover, future research is needed to assess
the resilience of these models in the face of adversarial evasion attack in real world scenarios to enhance
the security and reliability of the UAV intrusion detection systems in real-world environments.

CONCLUSION

In this research, have compared machine learning and deep learning models for intrusion detection in
UAV networks in a comprehensive manner by using two recently published benchmark datasets,
namely, UAVIDS-2025 and UAV-GCS-IDS. To compare the algorithms fairly and reproducibly, three
conventional machine learning algorithms (Logistic Regression, Random Forest and LightGBM) and
three deep learning architectures (Feedforward Neural Network (FFNN), Long Short-Term Memory
(LSTM) and One-Dimensional Convolutional Neural Network (1D-CNN)) were tested with the same
experimental setup. The study didn't advocate a new architecture for intrusion detection, instead it set a
solid baseline performance for a set of common classification models. The LightGBM classifier
consistently outperformed other models in the experimental results on both datasets. Compared to the
Random Forest model and the three deep learning models, LightGBM's performance on the UA
VIDS-2025 dataset resulted in 100.0% accuracy, precision, recall, and F1-score, and on the UAV-GCS
-IDS dataset in 99.04% accuracy with an F1-score of 98.93%. Logistic Regression always had the lowest
detection performance with 86.8-87.0% accuracy for UAVIDS-2025 and 85.1% for UAV-GCS-IDS.
However, among the deep learning methods, FFNN outperformed the other three with 97.65% accuracy
on UAVIDS-2025 while the accuracies of the other three models were in the range of 88.2%-89.7% on
the more challenging and imbalanced UAV-GCS-IDS. In addition, the confusion matrix analysis
highlighted the fact that the routing-layer attacks (Blackhole and Wormhole) and the low-frequency
attack classes (Fake Landing, Replay, and Man-in-the-Middle (MITM) attacks), are the most
challenging categories to accurately classify among all of the models tested. Overall, it serves as a solid
reference to assess intrusion detection models in UAV networks and proves that Gradient boosted
ensemble learning is still the best approach for the current UAV IDS applications. Directions for future
research include feature-level ablation analysis, deployment on resource-constrained embedded UAV
hardware, graph neural network-based intrusion detection, federated and online learning frameworks,
and adversarially robust model design, to help build secure, scalable, and real-time UAV intrusion
detection systems.
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