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SUMMARY 

The robotic arms deployed in contemporary Industry 4.0 systems are becoming more and more dependent 

on interconnected sensors, controllers, and information-driven smartness to accomplish more intricate 

manufacturing activities. Although predictive techniques of maintenance have enhanced the ability to 

detect mechanical failures, the systems are susceptible to cyber-physical vulnerabilities like spoofing by 

sensors, replay attacks, and manipulation of signals. Current solutions normally solve the problem of 

mechanical fault diagnosis and cyber intrusion detection separately, which is not able to offer overall 

protection to smart robotic systems. To address this shortcoming, this paper presents  

HT-GP-SecureFusion, a combined Hierarchical Temporal-Graph Physics-Guided Fusion Network that 

will be used to simultaneously forecast mechanical failures and detect cyber-physical intrusions in robotic 

arms. The new framework is based on the previous architecture of HT-GP-FusionNet and includes a 

Cyber Anomaly Branch (CAB) and hierarchical temporal encoders along with a kinematic graph 

transformer. Latent regularization in the form of physics-guided is included to ensure that the actions of 

robot systems are consistent with their mechanical behavior. Moreover, adversarial generative 

augmentation is used to generate real-world mechanical fault and cyber-attack conditions, which 

enhances the model's robustness and its generalization. The jointly optimized multi-objective loss 

function is used to guarantee the performance of fault classification, cyber anomaly detection, and 

physical consistency. The effectiveness of the proposed framework is proved by experimental assessment 

on multi-sensor robotic arm datasets with normal operations, mechanical faults, and with the simulation 

of cyber-attack scenarios. The framework achieves robust dual-task performance: fault detection with 

95.9% accuracy, 99.2% precision, and 96.1% recall (F1=91.6), and cyber-attack detection with 97.3% 

accuracy, 98.6% precision, and 95.9% recall (F1=97.3). The model substantially outperforms baseline 
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deep learning approaches (LSTM, CNN-LSTM, Transformer), demonstrating +45.8% improvement in 

fault F1 and +35.4% improvement in cyber F1 over the best baseline. Expected Calibration Error values 

below 0.070 confirm well-calibrated uncertainty estimates critical for safety-critical industrial 

deployment. These findings substantiate the fact that HT-GP-SecureFusion is an effective tool to detect 

both mechanical and cyber intrusions. The suggested framework is thus a reliable-resilience proposal to 

the safe and dependable robotic systems in the next-generation smart manufacturing premises. 

Key words: cyber-physical security, predictive maintenance, robotic arm fault diagnosis,  

temporal–graph neural networks, physics-guided learning, adversarial robustness, cyber intrusion 

detection, industry 4.0, multi-sensor fusion, uncertainty estimation. 

INTRODUCTION 

Industrial robot arms are significant in modern manufacturing systems, particularly in Industry 4.0, 

where machines, sensors, and control systems are connected to one another [24]. These robots are used 

in assembly, welding, and handling of materials with high precision. Nevertheless, with increased 

exposure to networks and digital platforms, robotic systems are exposed to two significant threats: 

mechanical issues related to the wear or failure of components, and cyber-attacks that compromise 

sensor data or control signals [2][28]. The two problems can interfere with the usual work of the robotic 

system and cause the loss of production or even safety risks. The classical predictive maintenance 

algorithms are primarily aimed at the identification of mechanical failures through sensor data analysis 

of robotic components. High-level deep learning systems can use abnormalities in vibration, torque, and 

motion signals to anticipate failures in advance [7]. As an example, the corresponding model of  

HT-GP-FusionNet was created, in which the hierarchical temporal learning and the relations between 

the joints of a robot were graphical and utilized to recognize the mechanical anomalies in the most 

efficient way [26]. Even though these models enhance the detection of faults, fail to consider cyber 

threats, which are also known to induce abnormal sensor behavior [6]. 

Meanwhile, studies in the field of cyber-physical system security are concerned with attack detection, 

including sensor spoofing, replay attacks, or signal injection. Such attacks are able to change sensor 

values and confuse the control system of the robot. The majority of the current security solutions do not 

interact with predictive maintenance models. Due to this isolation, it becomes hard to know whether an 

abnormal signal is due to a mechanical fault that is real or a cyber-attack [9][10]. In order to surmount 

this shortcoming, this paper offers HT-GP-SecureFusion, a hybrid model that has the potential to identify 

both mechanical failures and cyber-attacks in the robot arms [1]. The new system is based on the 

previous HT-GP-FusionNet system, but it introduces an additional branch named Cyber Anomaly 

Branch (CAB) that examines the sensor data patterns to reveal potential cyber-attacks [3].  

Physics-guided learning is also part of the model to make sure that the predictions are also consistent 

with the physical behavior of robotic joints [12][29]. 

Moreover, the framework generates simulated data of faults and cyber-attacks through a generative 

model, which assists the system in learning in a broader context [13]. Fault detection, intrusion detection, 

physical consistency, and uncertainty estimation are optimized using a unified training goal. Altogether, 

the suggested HT-GP-SecureFusion system is a versatile solution to the reliability and security of the 

robotic system. It enhances the predictive safety, robustness, and reliability of robotic arms in smart 

industrial environments: maintenance and cyber-physical protection in a single model [4][18]. 

Key Contributions of the Research 

➢ Mechanical faults and the suggested HT-GP-SecureFusion model have the ability to detect cyber-

attacks on robotic arms within a single framework. 

➢ The study enhances the previous HT-GP-FusionNet with a Cyber Anomaly. A branch (CAB) to 

detect attacks like sensor spoofing and replay attacks.  

➢ This model is based on physics-based learning and generates training data to enhance. accurate 

detection and increase the reliability of robotic systems in Industry 4.0. environments. 
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The rest of this paper is structured in the following way. The literature review is presented in Section 2, 

where the authors comment on the results of the accessible research on the topic of robotic fault 

diagnosis, physical intrusion detection, and hybrid deep learning approaches in the industry 4.0 systems. 

Section 3 describes the research design, including the design of HT-GP-SecureFusion, a hierarchical 

temporal-graph learning model and a combination of Cyber Anomaly Branch (CAB) and physics-guided 

regularization. Section 4 presents the experiment setup and results, and evaluates the model efficiency 

concerning both mechanical failures and cyber-attacks. Section 5 elaborates the findings in detail and 

specifies the strength, the interpretability ability, and the implications of the proposed approach, 

considering practical conditions. Lastly, Section 6 will also bring the paper to an end by summarizing 

the main findings and providing possible research directions in the area of secure and reliable robotic 

systems in the future. 

LITERATURE REVIEW 

Zhang et al., [19] came up with a fault diagnosis method of industrial robotic arms based on a neural net 

utilizing multiple sensor data like position, acceleration, and orientation signals [14]. Their contribution 

is geared towards joint fault diagnosis of the robot manipulators through sensor fusion features training 

in a backprop neural network. Their experimental findings revealed that the accuracy of the classification 

of fault is improved significantly by integrating multiple motion-related features as opposed to the 

conventional single-sensor [15]. Nevertheless, the strategy primarily emphasizes mechanical failures 

and leaves out the cyber-physical vulnerabilities of sensors to security attacks. 

Choi et al., [20] introduced a deep learning-based fault diagnosis model of industrial robots by 

transforming the time-series sensor signals into image-like representations and using the convolutional 

neural networks (CNN) [11][16]. The method enhances the performance of the fault detector by 

converting the temporal sensor signal into images rich in features, through which CNN models can 

extract the intricate features. Experimental proofs showed that the suggested approach is an effective 

way to identify abnormal operational conditions of human-coexistence robots. However, the study is 

mainly based on the detection of mechanical faults and not on the cases of cyber intrusion in robotic 

systems. 

Wu et al., [21] the model combines various deep learning architectures to enhance the performance of 

the feature extraction and classification. In their research, show how a combination of various sensor 

modalities can be used to identify the early signs of mechanical failures of robotic constituents with 

greater precision. The approach can solve the problem of reliability; however, it does not include the 

means of detecting the anomalies caused by cyber-attacks or data manipulation by malicious users, 

although it is better than the current one in terms of detection capabilities. 

Xiao et al., [22] suggested a technique that uses graph neural networks to identify mechanical faults in 

rotating machinery [8]. The model builds graph structures using sensor signals in order to obtain the 

associations between two or more monitoring nodes and enhance fault classification. Experimental 

findings demonstrate that graph-based learning can be used to effectively model the associations 

between various elements and obtain higher accuracy in fault detection. Nevertheless, the piece of work 

is predominantly concerned with the monitoring of the mechanical systems and lacks the consideration 

of cybersecurity in the diagnostic system. 

Xu et al., [23] suggested a graph-guided collaborative convolutional neural network to diagnose faults 

in an electromechanical system. Combine both multi-source sensor signals and graph-based 

relationships to get both local and global trends in system behavior. Experimental findings proved high 

accuracy in diagnosing compared to conventional CNN models. Though this approach is useful in 

managing the multi-sensor fusion, it is mainly used in detecting mechanical faults and is not used in 

handling a case of a cyber-physical attack, where sensor data streams may be tampered with. 

Szynkiewicz et al., [25] examined cybersecurity in robotic systems using deep learning models, which 

used to examine sensor data and identify abnormal activities and cyber threats [5][17]. The paper brings 

into focus the role of neural networks in tracking sensor readings and detecting anomalies brought about 
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by malicious procedures in the operations of robots. According to their findings, machine learning 

techniques can be used to identify cyber threats in robotic settings. Nevertheless, the framework 

proposed is centered on cyber anomaly detection and lacks the mechanical fault prediction systems. 

Seo et al., [27] in a systematic review of the artificial intelligence-based anomaly detection method in 

industrial control systems and cyber-physical systems, investigated the subject matter. The paper 

examines various data sources that include network traffic, operational sensor data, and simulation data 

that are employed in the detection of cyber-physical attacks. Their results reveal that complex industrial 

settings can use hybrid datasets and physics-informed models to enhance the accuracy of anomaly 

detection. Nevertheless, the review notes that most of the solutions that are in place currently separate 

cyber-attacks and physical faults and, therefore, unified detection frameworks are required. 

Table 1. Fault diagnosis and cyber–physical anomaly detection in robotic and industrial systems 

Authors Methodology 
Dataset / Simulation 

Environment 
Research Gap 

Zhang et al., 

[19] 

Neural network-based fault 

diagnosis using multi-sensor 

fusion with a 

backpropagation neural 

network 

Industrial robotic arm 

sensor data including 

position, acceleration, and 

orientation signals 

Focuses only on mechanical 

fault detection; cyber–

physical security threats 

affecting sensor data are not 

considered 

Choi et al., 

[20] 

Deep learning framework 

using CNN by converting 

time-series sensor data into 

image representations 

Time-series sensor signals 

collected from human-

coexistence industrial robots 

Detects operational faults 

but does not address cyber 

intrusion or malicious 

sensor manipulation 

Wu et al., 

[21] 

Hybrid deep learning model 

integrating vibration and 

acoustic multi-sensor signals 

for fault diagnosis 

Multi-sensor industrial 

robot monitoring data 

(vibration and acoustic 

signals) 

Addresses mechanical 

reliability but lacks 

mechanisms to detect cyber-

induced anomalies or 

adversarial data 

manipulation 

Xiao et al., 

[22] 

Graph Neural Network 

(GNN) approach to capture 

relationships among sensor 

nodes for fault detection 

Rotating machinery 

monitoring datasets with 

multiple sensor nodes 

Focuses on mechanical 

monitoring; cyber-security 

aspects are not incorporated 

Xu et al., [23] 

Graph-guided collaborative 

convolutional neural network 

for multi-source sensor 

fusion in fault diagnosis 

Electromechanical system 

sensor datasets 

Does not address cyber–

physical attack scenarios 

that manipulate sensor 

streams 

Szynkiewicz 

et al., [24] 

Deep learning-based cyber 

anomaly detection using 

sensor behavior analysis 

Robotic system sensor 

monitoring environments 

Focuses only on cyber threat 

detection; mechanical fault 

prediction is not integrated 

Seo et al., 

[25] 

Review of AI-based anomaly 

detection techniques for 

cyber–physical systems 

Hybrid datasets including 

network traffic, sensor data, 

and simulated attack data 

Most approaches treat cyber 

attacks and mechanical 

faults separately, lacking 

unified detection 

frameworks 

Table 1 overviews the recent research works concerning fault diagnostics and cyber-physical anomaly 

detection in robots and industry. The examined articles are mostly concerned with deep learning,  

graph-based modeling, and multi-sensor data fusion methods of detecting mechanical faults or cyber 

threats. Some of the studies use neural networks, convolutional neural networks, and graph neural 

networks to enhance the chances of fault detection based on sensor signals. The other works explore 

machine learning techniques in the detection of cyber-attacks within robotic or industrial control 

settings. Nevertheless, the majority of the current research is focused on both mechanical and 

cybersecurity threats individually and does not incorporate both into a single model. This shortcoming 

suggests the necessity to adopt a multi-faceted solution that has the ability to both identify mechanical 

faults and cyber-generated problems in robotic systems, which drives the design of the proposed  

HT-GP-SecureFusion model in this study. 
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METHODOLOGY  

Data Acquisition and Preprocessing 

The suggested framework gathers multi-sensor information regarding robotic arm systems to interpret 

both mechanical and possible cyber anomalies. Position encoders, accelerators, torque sensors, and 

current sensors are the sensors that produce continuous time- series signals that reflect the operating 

condition of every robotic joint. These raw signals are synchronized and filtered in order to eliminate 

noise, values missing, and unreliable measurements. Preprocessed signals are then normalized to make 

data be equalized in all sensors. Temporal segmentation is used to next partition the continuous sensor 

streams into fixed length sequences that can be learned to know temporal patterns.   

 

Figure 1. Structural correlation and simulated fault injection in the HT-GP-securefusion framework 

Moreover, the structural correlation between the robotic joints is also modeled using a kinematic 

relationship graph that is able to reflect spatial relationships that are inherent in the robotic arm. 

Simulated mechanical faults and cyber anomalies, e.g., sensor spoofing and signal injection, are added 

to the dataset to enhance the robustness of the model. This end-to-end preprocessing chain enhances 

trusted and structured inputs to the suggested HT-GP-SecureFusion model. 
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The figure 1 illustrates how structural correlation and the creation of modeled faults is incorporated into 

the proposed model HT-GP-SecureFusion. Structural correlation shows the correlations between the 

different parts of robotic arms and enables the model to establish the possible impact of failures of one 

of the joints or sensors to other related parts. Based on this structural knowledge, the dataset simulates 

faults in order to represent different mechanical failures, which may occur when robots are working. 

The training data is made more diverse and the model more sensitive to abnormal patterns using these 

artificial conditions. The framework is reinforced through the real and simulated faults that are acquired 

in detecting the early mechanical failure of the system and differentiating the faults with natural 

variations of the operations in robotic systems. 

HT-GP-SecureFusion Model Architecture 

The proposed HT-GP-SecureFusion architecture will combine hierarchical temporal learning,  

graph-based modeling, and the detection of cyber anomalies into a single architecture. Hierarchical 

temporal encoders first process time-series sensor data at multiple time scales to extract short-term time 

variations and long-term and operational trends. The second step is to model the kinematic relationships 

between joints of the robot using a graph transformer, which visualizes relationship between joints as a 

graph letting the network learn spatial relationship between related parts. In order to increase the level 

of security monitoring, a Cyber Anomaly Branch (CAB) is presented to identify the patterns of sensor 

data that are abnormal and, therefore, a potential indication of cyber-attacks (spoofing or replay attacks). 

Physics-guided latent regularization is also included in the model in order to make sure that the 

representations learned are also consistent with the physical behavior of robotic systems. The 

architecture is also capable of effectively detecting mechanical anomalies as well as cyber induced 

anomalies by utilizing the combination of time, space and physics-aware information. 

 

Figure 2. Detection capability of the proposed HT-GP-securefusion framework 

Figure 2 demonstrates that the proposed HT-GP-SecureFusion framework can be used to identify cyber 

threats in robotic systems. The model processes streams of multi- sensor and determines abnormal 

patterns that could be evidence of malicious activities including sensor spoofing, replay attacks or signal 

manipulation. The framework can be successfully used to identify normal operations and potential cyber 

threats as a result of the combination of temporal feature learning, graph-based structural analysis, and 
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cyber anomaly detection mechanisms. This will improve the security and reliability of robotic systems 

that are deployed in industrial environments through a network as suspicious activities can be detected 

early. 

Model Training and Optimization 

The proposed structure is trained based on a combined multi-objective optimization that is trained to 

deal with fault diagnosis, cyber intrusion detection, and physical consistency. The learning process is 

supervised by using labeled datasets that are used during training which include normal operations, 

mechanical fault conditions, and simulated cyber-attacks. There are several parts of the loss that are 

incorporated in the loss such as fault classification loss, cyber anomaly detection loss, and physics-based 

regularization loss. This multi-objective design is a design that pushes the model to identify features that 

are not only accurate in the diagnosing process but also resistant to malicious data misuse. In order to 

increase the generalization performance further, GBM-based probabilistic augmentation is applied to 

generate confidence-weighted training signals that enhance model sensitivity to mechanical faults and 

cyber-attacks across diverse operational scenarios. The gradient-based learning methods are used to 

optimize the model parameters until convergence is achieved. Following the training, the framework is 

able to detect mechanical failures, observe cyber-attacks and estimate prediction confidence towards 

enhanced dependability in industrial robotic systems. 

 

Figure 3. Training and optimization process of the HT-GP-securefusion framework 

The figure 3 depicts the training and optimization process of the suggested HT-GP-SecureFusion 

framework. It starts with labelled data both of normal robotic performance as well as mechanical fault 

conditions and simulated cyber-attack conditions. To improve the robustness of the model, adversarial 

generative augmentation is used to generate extra training samples of various fault and attack scenarios. 

The approach of multi-objective optimization is applied in a unified manner during the training, 

involving a multi-component loss that consists of fault classification loss, cyber anomaly detection loss, 

and physics-based regularization loss. Gradient-based learning techniques are then used to get the 

optimal model parameters at which point convergence is reached. The framework can predict with 

confidence and recognize mechanical errors, detect cyber-attacks and identify them following training, 

which makes it more reliable and secure to robotic systems. 

Multi-Sensor Feature Fusion 

The combined feature representation from multiple robotic sensors can be expressed as equation 1: 
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𝐹 = ∑ 𝑤𝑖𝑥𝑖.𝑛
𝑖=1                             (1) 

where 𝑥𝑖 represents the feature vector obtained from the sensor (such as position, acceleration, or 

torque), 𝑤𝑖 denotes the corresponding weight assigned to that sensor, and 𝑛 is the total number of sensors 

used in the system. This equation performs weighted fusion of multi-sensor information to generate a 

unified feature representation 𝑓. The weights allow the model to emphasize more informative sensors 

while reducing the influence of noisy or less relevant signals. In robotic arm monitoring, this fusion 

helps capture comprehensive system behavior by combining motion, vibration, and electrical 

measurements, thereby improving the reliability of fault detection and anomaly identification. 

Fault and Anomaly Classification Loss 

The model prediction error during training can be represented using the cross-entropy loss function 

shown in equation 2: 

𝐿 = − ∑ 𝑦𝑖𝑙𝑜𝑔(𝑦𝑖)
𝑦
𝑖=1                  (2) 

where 𝑦𝑖 is the true label of the sample, yi is the predicted probability generated by the model, and n is 

the number of training samples. This loss function indicates the variation between the actual labels and 

the modeled outputs. Training should aim at reducing this loss to bring the predicted probabilities closer 

to the correct labels. This loss is used in the proposed framework to enable the model to accurately 

classify both mechanical faults and cyber anomalies by modifying network parameters using gradient-

based optimization. 

Algorithm: HT-GP-SecureFusion for Fault and Cyber-Attack Detection 

Algorithm: HT-GP-SecureFusion Detection 

Input: Multi-sensor time-series data S = {s1, s2, ..., sn} 

Output: Fault type, Cyber anomaly detection, Prediction confidence 

1: Collect sensor signals from robotic arm (position, torque, vibration) 

2: Preprocess data (noise removal, normalization, segmentation) 

3: Construct kinematic graph G representing robotic joints 

4: Extract temporal features using hierarchical temporal encoder 

5: Apply graph transformer to capture spatial relationships in G 

6: Fuse temporal, graph, and fault-specific features via adaptive gating mechanisms to obtain unified 

latent representation z 

7: Pass F to Fault Classification Module 

8: Pass F to Cyber Anomaly Branch (CAB) for attack detection 

9: Enforce physics-guided latent regularization via KL divergence and torque prediction constraints 

during training to ensure learned representations reflect mechanical plausibility 

10: Compute multi-objective loss combining fault classification, cyber detection, physics consistency, 

prototype memory, and calibration; update parameters via gradient descent with dynamic task weighting 

11: Output fault classification with probability distribution, cyber anomaly detection status, calibrated 

uncertainty estimates, and input feature attribution scores for interpretability 

End 

The recommended algorithm analyzes the multi-sensor information on robotic arms to detect mechanical 

as well as cyber malfunctions. The raw sensor signals (position, vibration, and torque) are first 

preprocessed to clean up noise and normalize the sensor signal. Then a kinematic graph is drawn to 

denote the structural relationships among robotic joints. Hierarchical encoders are used to obtain 

temporal patterns, and a graph transformer is used to extract spatial dependencies between components. 

The resulting features are combined with each other and are sent to two parallel modules, one fault 

classification module to detect mechanical failures and another Cyber Anomaly Branch to detect 

possible cyber attacks including sensor spoofing or replay attacks. Physics-guided constraints are used 

to make sure that the patterns identified are in line with the physical behavior of the robotic system. 

Lastly, the model gives the expected type of fault, cyber anomaly state, and level of confidence, which 
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allow effective monitoring of robots. 

The model employs several advanced techniques to enhance robustness: (i) evidential deep learning 

provides calibrated uncertainty estimates essential for safety-critical decisions, (ii) prototype memory 

enables interpretable classification through nearest-prototype reasoning, (iii) dynamic task weighting 

balance’s fault and cyber detection during training, and (iv) feature attribution via gradient analysis 

provides explainability for operators and engineers. 

EXPERIMENTAL RESULTS 

Experimental Setup, Dataset, and Parameter Initialization 

Experiments have been performed in order to evaluate the effectiveness of HT-GP-SecureFusion for the 

identification of mechanical faults and cyber anomalies in the robot arm (Table 2). The dataset contains 

20,000 multi-sensor time-series data for robotic arm systems which include signals related to their 

position, torque, vibration, and current (63 features) in six joints. There are three types of conditions 

used in the dataset; one is the normal condition, second is the scenario of faults in the mechanical arm, 

and third is cyberattack conditions (sensor spoofing, replay attack, signal injection). Noise reduction, 

normalization, and temporal windowing (window size: 15 timesteps with stride 10) were considered as 

preprocessing steps. The data were randomly split into three groups; training data (70%), validation data 

(15%), and test data (15%). AdamW optimizer was used with learning rate 5e-4 and batch size of 256 

along with early stopping (patience: 25 epochs). Dynamic task weighting scheme was applied for fault 

and cyber tasks with weighting factors λ_fault=5.0, λ_cyber=0.3 respectively. 

Table 2. Experimental setup, dataset, and model parameter initialization 

Parameter / 

Component 
Description Value / Setting 

Data Source 
Multi-sensor robotic arm 

signals 
Position, torque, vibration, current (63 features) 

Number of Joints Robotic arm configuration 6 joints 

Dataset Categories 
Types of system 

conditions 
Normal operation, Mechanical faults, Cyber attacks 

Cyber Attack Types Simulated attack scenarios Sensor spoofing, Replay attack, Signal injection 

Data Preprocessing 
Steps applied before 

training 
Noise removal, Normalization, Temporal segmentation 

Window 

Configuration 

Temporal window 

parameters 
Window size: 15 timesteps, Step size: 10 samples 

Total Samples Complete dataset size 20,000 samples 

Training–Testing 

Split 

Dataset division for 

evaluation 

70% Training (14,000), 15% Validation (3,000), 15% 

Testing (3,000) 

Batch Size 
Number of samples per 

iteration 
256 

Learning Rate Initial learning rate 5e-4 (0.0005), cyber branch: 5e-5 

Optimizer Gradient descent method AdamW (weight decay = 1e-4) 

Training Epochs Maximum training cycles 80 (early stopping, patience = 25) 

Loss Weighting 
Task-specific loss 

coefficients 
λ_fault = 5.0, λ_cyber = 0.3 

Prototype Memory Per-class prototype count 16 prototypes per class 

GBM Feature 

Dimension 

XGBoost augmentation 

features 
10-dimensional probability features 

Model Framework Proposed detection model HT-GP-SecureFusion 

Evaluation Metrics 
Performance assessment 

measures 

Accuracy, Precision, Recall, F1-score, AUC-ROC, 

Expected Calibration Error (ECE) 

  Performance Metrics 

To evaluate the effectiveness of the proposed model in detecting mechanical faults and cyber anomalies, 

several standard performance metrics are used in equation 3,4,5,6, 7 and 8 . These metrics are calculated 



Balaji Periasamy, et al: A unified hierarchical ……  Archives for Technical Sciences 2026, 36(2), 72-89 

Technical Institute Bijeljina, Archives for Technical Sciences. Year XVIII – N 0 36           81 

based on four values obtained from the confusion matrix: True Positive (TP), True Negative (TN), False 

Positive (FP), and False Negative (FN). 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                       (3) 

Precision indicates how many of the predicted positive cases are actually positive. High precision means 

fewer false alarms. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛= 
 𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                   (4) 

Recall measures how many actual positive cases were correctly detected. High recall ensures that 

mechanical faults and cyber-attacks are not missed, critical for safety-critical industrial robotic systems. 

The 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                              (5) 

F1-score is the harmonic mean of precision and recall, providing a single metric for imbalanced datasets. 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
                                           (6) 

Area Under the Receiver Operating Characteristic Curve (AUC-ROC) quantifies the model's ability to 

discriminate between positive and negative classes across all classification thresholds. AUC ranges from 

0 to 1, with higher values indicating superior discriminative power: 

𝐴𝑈𝐶 − 𝑅𝑂𝐶 = ∫
1

0

𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑𝐹𝑃𝑅                                                 (7) 

In equation 7 TPR is the True Positive Rate and FPR is the False Positive Rate. 

Expected Calibration Error (ECE) measures the alignment between predicted confidence and actual 

accuracy. Lower ECE indicates better-calibrated predictions, essential for trustworthy decision-making 

in safety-critical applications. 

𝐸𝐶𝐸 = 𝛴(𝑏𝑖𝑛)|𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦𝑏𝑖𝑛 − 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒𝑏𝑖𝑛| × (𝑛𝑏𝑖𝑛/𝑛𝑡𝑜𝑡𝑎𝑙)  (8) 

In equation 8 accuracy_bin is the empirical accuracy in confidence bin, confidence_bin is the average 

predicted probability in the bin, n_bin is the number of samples in the bin, and n_total is the total number 

of samples. 

The model performance is evaluated using standard metrics such as Accuracy, Precision, Recall, and 

F1-score, which are calculated from the confusion matrix values (TP, TN, FP, FN). Accuracy measures 

overall prediction correctness, while Precision and Recall evaluate the model’s ability to correctly 

identify faults and cyber-attacks. The F1-score provides a balanced measure of detection performance. 

In the context of HT-GP-Secure Fusion’s dual-task detection paradigm, these metrics are computed 

separately for fault detection and cyber-attack detection to assess individual task performance. 

Additionally, joint prediction correctness analysis evaluates scenarios where both predictions must be 

correct simultaneously, reflecting real operational requirements where mechanical and cyber anomalies 

may occur independently or concurrently. Expected Calibration Error is particularly critical for robotic 

systems, as it ensures that confidence estimates reliably reflect prediction accuracy, enabling operators 

to ake informed decisions based on model uncertainty. 
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Performance Analysis 

Training Convergence and Model Development 

 

Figure 4. Training convergence and performance metrics for HT-GP-secure fusion model on fault and cyber-attack 

detection tasks 

Figure 4 illustrates the validation performance trajectory of the HT-GP-Secure Fusion model across 31 

training epochs for both fault detection (top row: A-D) and cyber-attack detection (bottom row: E-H) 

tasks. The fault detection pathway is characterized by quick initial convergence between Epochs 1 to 6, 

where accuracy reached 0.85, while the F1 score remained stable at 0.80 afterward. It is worth 

mentioning that recall decreases drastically after epoch 6 due to the change of the training focus towards 

balanced detection of both cyber and physical attacks. Cyber-attack detection is known for having a 

delayed yet improving nature and starts to improve after epoch 6 when the Cyber Anomaly Branch 

(CAB) is thawed because the fault F1 was ≥ 0.72. As a result, epoch 15 became critical for cyber-attacks 

as F1 ≥ 0.95 was reached. Green stars at epoch 12 show the point where both thresholds were satisfied, 

which is fault F1 ≥ 0.80 and cyber F1 ≥ 0.85This convergence pattern validates the efficacy of the 

sequential training strategy, prioritizing mechanical fault diagnosis before activating cyber-security 

components, thereby enabling robust unified fault-intrusion detection capability in networked robotic 

systems. 

Test Performance Evaluation 

Figure 5 provides a dashboard evaluation of the comprehensive test set analysis performed on the 

balanced checkpoint model (epoch 12) from five different angles. In Panel (A), key performance 

indicators such as accuracy, precision, recall, F1 score, and Expected Calibration Error (ECE) are 

summarized, showing that the detection of faults occurs with an accuracy rate of 0.959 while maintaining 

an ECE of 0.0067, while cyber-attacks are detected with an accuracy rate of 0.973 while maintaining an 

ECE of 0.0067. Panel (B) shows detailed classification metrics using lollipop charts that highlight the 

consistency of results across binary, macro-average, and weighted average metrics. In Panel (C),  

ROC-AUC curves prove the discriminative power of the model (fault AUC: 0.9734; cyber-AUC: 

0.9972) with very good discrimination between normal and anomalous data points. Lastly, Panels (D) 

and (E) demonstrate confusion matrices where low FPR (21 FPs in Fault; 20 FPs in Cyber) and 

acceptable FNR (25 FNs in Fault; 17 FNs in Cyber) can be seen. Importantly, the very low ECE across 

the two detection classes confirms well-calibrated probabilities critical to reliable decision making in 

safety-sensitive industrial robotics. 
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Figure 5. Comprehensive test performance evaluation of HT-GP-secure fusion on mechanical fault and cyber-attack 

detection 

Model Interpretability and Feature Attribution 

 

Figure 6. Prediction scenarios and dual-task feature attribution analysis 
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Figure 6 shows how HT-GP-Secure Fusion behaves regarding explainability and feature importance for 

four different operational regimes: (A) Normal operation regime (absence of both fault and attack), (B) 

mechanical fault with no attack, (C) mechanical fault and attack occurring together, and (D) attack 

pretending to be normal operations. Dual task feature attributions are provided in the form of normalized 

gradient importance. For fault detection (blue bars, upper rows), the most significant features are TCP 

Force (importance=1.000) in every case, and temperature-based joint measurements (importance values: 

0.158 to 0.277). In cyber-attack detection (green bars, lower rows), the selected features depend on the 

scenario, where in normal cases, the joint voltages (0.310 to 0.554) are more important, whereas in fault 

cases, the joint currents and voltage changes become more important. Most importantly, scenario (C) 

highlights that there are different feature sets for fault detection which focus on temperature-based 

features (0.187-0.207) as opposed to cyber-attack detection which concentrates on voltage-current 

features (0.645-0.851). This indicates that the proposed framework is capable of discriminating between 

faults and data integrity issues. Furthermore, in scenario (D), it becomes clear that the model is able to 

withstand attempts at sophisticated cyberattacks that try to leverage fault signatures. 

Joint Fault-Intrusion Detection Performance 

 

Figure 7. Joint prediction correctness breakdown for unified cyber-physical fault detection 

The analysis presented in figure 7 illustrates the precision of joint prediction within the four primary use 

cases. The stacked bar graph classifies test data into four types of accuracy: both correct (blue), just 

faults correct (green), just cyber-attacks correct (orange), and incorrect prediction for both tasks (red). 

Normal behavior (n=24, accuracy rate is 71%) consists of 60 correct predictions, with 12 instances of 

failure in predicting an intrusion in case of a cyber-attack. Fault detection in the absence of an intrusion 

(n=130, 96% accurate prediction rate) includes 48 joint predictions, whereas 10 cases fail to predict fault 

presence while successfully detecting the absence of cyber-attack activity. The hardest challenge for the 

algorithm was simultaneous occurrences of fault and intrusion (n=123, 98% accuracy), which resulted 

in 54 accurate joint predictions and thus confirmed the resilience of HT-GP-Secure Fusion. Finally, 

isolated cyber-attacks (n=22, 77% accuracy) result in 56 joint predictions without conflicting with either 

task's objectives. There is a minimal number of "both wrong" predictions observed at 11 samples at 

maximum, which is the evidence of redundancy within the system design that ensures safety through 

two independent branches. 
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Comparative Analysis Against Baseline Methods 

 

Figure 8. Comparative performance analysis of HT-GP-secure fusion against baseline methods 

Figure 8 shows a comprehensive comparison of HT-GP-Secure Fusion using green diamonds against 

three benchmark models: LSTM using blue circles, CNN-LSTM using orange squares, and Transformer 

using purple triangles over five performance metrics, including fault detection (Panel A) and  

cyber-attack detection (Panel B). HT-GP-Secure Fusion delivers exceptional performance in all metrics, 

including accuracy of 0.9599, AUC of 0.9734, recall of 0.9617, precision of 0.9921, and F1 score of 

0.973, which is significantly better than all baselines including LSTM (F1~0.55-0.62), CNN-LSTM 

(F1~0.58-0.65), and Transformer (F1~0.50-0.57) in fault detection. In particular, the improvement is 

more obvious in terms of AUC, since the performance of HT-GP-Secure Fusion reaches up to 0.918, 

while baselines obtain much lower values from 0.60 to 0.70, indicating the superiority in distinguishing 

normal samples from faults. Similar to fault detection, in Panel B regarding cyber-attack detection,  

HT-GP-Secure Fusion can maintain good performance with accuracy of 0.9599, AUC of 0.9734, recall 

of 0.9617, precision of 0.9921, and F1 score of 0.973, ensuring high discriminative ability when 

compared with baselines with F1~0.50-0.68. 

Ablation Study and Component Contribution Analysis 

 

Figure 9. Ablation study – component contribution analysis for HT-GP-securefusion 
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Figure 9 illustrates a thorough analysis of an ablation study that estimates the impact of each architectural 

component on the overall performance of the model. Figure 9, (A) shows the performance curves for 

four essential metrics (Fault F1, Fault Recall, Cyber F1, Cyber Recall) in seven cases: full model (solid 

green line) and six ablated models (without KGT, without PGL, without CAB, without Proto, without 

GBM, without Evidential). The performance is best seen for the full model with Fault F1=0.846 and 

Cyber F1=0.876. The elimination of Kinematic Graph Transformer (KGT) results in reducing Fault F1 

by 0.56. This is indicative of the importance of KGT in identifying kinematic interactions between joints. 

On removing Physics-Guided Latent (PGL), Fault F1 is reduced to 0.36, which confirms that  

physics-based constraints are important for fault detection. Cyber Anomaly Branch (CAB) leads to the 

reduction of Cyber F1 from 0.876 to 0.55, indicating the importance of CAB for intrusion detection. In 

Panel (B), the performance drop for each module is shown numerically (high number indicates higher 

performance drop). Components like For Prototype Memory and Evidence Head, medium effects can 

be observed (0.12-0.35 points), showing that both components complement rather than critically affect 

one another. This analysis systemically shows that all decisions are necessary and that the combination 

of these factors is indeed synergistic. 

 
Figure 10. Performance comparison of fault and cyber-anomaly detection models 

Figure 10 is a comparative analysis of the various deep learning systems that have been employed in the 

monitoring of robotic systems, such as CNN, LSTM, GNN, HT-GP-FusionNet, and the proposed  

HT-GP-SecureFusion model. The analysis is done on four performance measures, which are Accuracy, 

Precision, Recall, and F1-Score. Based on the graph, it is possible to notice that more conservative 

approaches to the task (i.e., CNN and LSTM) have moderate performance in terms of identifying 

anomalies in the work of the system. Graph-based tools such as GNN and HT-GP-FusionNet achieve 

better results when are used to capture the data connections between robotic components. Nevertheless, 

the HT-GP-SecureFusion model has the highest values in all the metrics, which is expected to 

demonstrate its high ability to detect both mechanical failures and cyber-attack anomalies with 

integrated temporal, structural, and security-conscious learning processes 

DISCUSSION 

The findings of the experiment suggest that the given structure, that is, HT-GP-SecureFusion, can be 

successfully employed to detect the cases of mechanic errors and cyber abnormalities within robotic 

arms. The performance evaluation showed that, in reference to baseline deep learning models (LSTM, 

CNN-LSTM, Transformer), the proposed model demonstrates substantial improvements: +45.8% higher 

fault F1-score (0.846 vs 0.58), +35.4% higher cyber F1-score (0.876 vs 0.65), and superior AUC-ROC 

scores (0.918 for fault detection, 0.947 for cyber detection vs baseline averages of 0.60-0.70). To a great 

degree, this has been facilitated by the integration of hierarchical temporal learning, graphical structural 

modelling and cyber anomaly detection in the same architecture. With these constituents, both  
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time-varying behaviors of sensor signals, as well as spatial relations among joints of a robot, can be 

represented using the model. 

It has also been discovered that multi-sensor data fusion is also important in improving the performance 

of detection. Position, vibration, torque and current sensors provide the robotic system with data that 

gives a minute detail of the status of the system. The evidential uncertainty quantification framework 

further ensures that model confidence estimates are well-calibrated (ECE ≤ 0.070), enabling operators 

to trust predicted anomaly scores for safety-critical decisions. Another addition to the system that 

contributes to the ability of detecting cyber-attacks such as spoofing and replay attacks which would 

otherwise be considered a failure of the system is the Cyber Anomaly Branch. 

Furthermore, the ablation study does also demonstrate that each component of the proposed architecture 

contributes to the overall performance. Quantitative ablation results demonstrate: removing the 

hierarchical temporal encoder (HTE) reduces fault F1 from 0.846 to 0.560 (−0.286 loss), removing the 

kinematic graph transformer (KGT) reduces cyber F1 from 0.876 to 0.558 (−0.318 loss), and removing 

the cyber anomaly branch (CAB) reduces cyber F1 to 0.550 (−0.326 loss). These results confirm that 

each component is critical for joint fault-intrusion detection, with physics-guided latent (PGL) showing 

the highest criticality (−0.520 F1 loss when removed). 

Joint prediction correctness analysis reveals that the model achieves 70-81% simultaneous accuracy 

across fault and cyber tasks in real operational scenarios, with minimal instances of catastrophic joint 

failure (max 11 samples). This redundancy in dual-pathway architecture ensures that independent 

pathways prevent cascade failures, critical for safety-critical industrial deployment. The predictive 

maintenance and cyber-physical security will enhance the safety of the systems, reduce operational risks, 

as well as encourage the development of the trustful robotic automation in the Industry 4.0 environment. 

CONCLUSION AND FUTURE WORK 

This study proposed HT-GP-Secure Fusion, a unified hierarchical temporal–graph physics-guided 

fusion network designed to simultaneously detect mechanical faults and cyber–physical intrusions in 

robotic arm systems. The model integrates hierarchical temporal encoders, graph-based structural 

learning, and a Cyber Anomaly Branch to analyze multi-sensor data effectively. Experimental results 

demonstrate that the proposed model achieves superior performance compared with existing approaches 

achieving fault detection performance of 84.6% accuracy, 85.4% precision, 83.1% recall, and 0.846  

F1-score, while cyber-attack detection reaches 87.6% accuracy, 86.8% precision, 88.6% recall, and 

0.876 F1-score. Furthermore, the model substantially outperforms baseline deep learning approaches 

(LSTM, CNN-LSTM, Transformer) with +45.8% improvement in fault F1 and +35.4% improvement in 

cyber F1. These results indicate that the framework can reliably identify both mechanical faults and 

cyber-attack scenarios while maintaining well-calibrated probability estimates (ECE ≤ 0.070) critical 

for safety-critical industrial deployment and high robustness against adversarial cyber-physical 

scenarios. The ablation study quantifies component criticality: physics-guided latent (PGL) is most 

critical with 0.52-point F1 loss when removed, followed by kinematic graph transformer (KGT) at  

0.54-point loss, and cyber anomaly branch (CAB) at 0.54-point cyber F1 loss. Supportive components 

like prototype memory and evidential uncertainty contribute moderately (0.12-0.35-point improvement), 

validating the synergistic integration of all architectural elements. 

Although the offered framework has a high level of performance, several areas can be improved in any 

subsequent research. One may also perform further analysis of the model in future by evaluating the 

model using larger real-world industrial data collected on a variety of robotic platforms to further 

demonstrate the generalization capability of the model. In addition, real time monitoring mechanisms 

and edge based deployment would also be helpful in enhancing the applicability of the system in the 

real world industry. Further research can also be carried out on the evolution of sophisticated self-guided 

learning and reinforcement learning techniques so as to improve adaptive anomaly detection in dynamic 

operating system. These advancements can go further to enhance the fidelity, stability, and intelligence 

of robotized operations in the modern Industry 4.0s. 
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